Portfolio Media. Inc. | 860 Broadway, 6th Floor | New York, NY 10003 | www.law360.com
Phone: +1 646 783 7100 | Fax: +1 646 783 7161 | customerservice@law360.com

Tips For Defending Against Data Breach Class Actions
Law360, New York (March 08, 2013, 1:11 PM ET) -- As recent cyberattacks
on Apple and Facebook demonstrate, hacking and potential data security
breaches are on the rise and not likely to dissipate any time soon. Diverse
companies such as LinkedIn, Twitter, Michael’s
Stores, Sony, TJX and Heartland Payment Systems have been victimized and
subsequently named in follow-on putative consumer class actions, to the
dismay of in-house counsel and their clients. After nearly every reported
data breach, plaintiffs will inevitably commence litigation alleging that their
sensitive personal information, such as social security numbers, phone
numbers, passwords, birth dates and/or credit card numbers, were
improperly accessed, used or potentially used.

Gerald D. Silver, Sullivan & Worcester LLP

This article summarizes how to best defend against the legal theories and causes of actions typically
asserted in consumer class action data breach litigation following hacking or a cyberattack. This article
also addresses what steps companies should take going forward to better position themselves to defend
and litigate against these claims.

Defending Data Breach Class Action Litigation
Article III Standing
The first avenue of defense is to argue that plaintiffs lack standing under Article III of the U.S.
Constitution because they fail to allege sufficient damages, or an “injury in fact,” that is “fairly traceable
to the challenged action,” and therefore there is no “case or controversy.”[1] Plaintiffs often argue that
the mere exposure of their personal information alone and risk of identity theft is sufficient for standing.
However, courts have ruled that the mere fact that a consumer’s information is exposed, without more,
is not enough to allege standing, as there has not been any actual present or future harm.[2] In one
case, a court ruled that allegations that a hacker infiltrated a company’s system and potentially gained
access to personal information was not enough to allege standing, as mere claims of “possible future
injury” or “risk of future harm” are insufficient.[3]
Recently, LinkedIn premium users paying a monthly fee attempted to allege standing by claiming that
LinkedIn did not provide the security measures called for in its User Agreement and Privacy Policy,
resulting in passwords being stolen and users being deprived of their full “benefit of the bargain” paid
for their premium memberships. The court ruled that because the User Agreement and Privacy Policy

were the same for non-paying basic members and premium users, plaintiffs were actually paying for
advanced networking tools, not increased security, and therefore were not deprived of their benefit of
the bargain. For this reason, among others, no standing exists.[4]
Nevertheless, if plaintiffs can allege in a nonconclusory fashion that sensitive personal information was
actually reviewed or disseminated, some courts have held that this increases the risk of future harm and
may be sufficient to satisfy Article III’s injury-in-fact requirement.[5] Even if plaintiffs allege Article III
standing, however, this does not necessarily mean they have alleged damages sufficient to state a cause
of action.
Negligence
Plaintiffs often assert a negligence claim against companies for allowing, or failing to prevent,
cyberattacks. There are several arguments available to obtain dismissal of a negligence claim. A defense
that is often successful is that the plaintiffs fail to allege or make a plausible showing of actual damages,
a prerequisite to asserting a negligence claim.
For example, if plaintiffs are merely alleging that their personal information was accessed or exposed, as
opposed to actually misused, this will generally not be sufficient to properly allege damages as there is
no pecuniary loss. The mere danger of future harm is not enough.[6] Sometimes plaintiffs will attempt
to show damages by claiming that as a result of the data breach they were forced to expend monies on
credit monitoring services to make sure they do not suffer identity theft or some other harm. However,
courts have found that such expenditures are really made to avoid injury and therefore are not actual
damages in and of themselves.[7]
Plaintiffs will also try to allege damages by arguing that as a result of their information being accessed
they are receiving increased junk mail and unwanted telephone/electronic correspondence, but such
allegations are also generally insufficient to demonstrate damages.[8] Of course, if plaintiffs allege that
the data breach resulted in unauthorized withdrawals from their bank accounts, charges to their credit
card accounts and bank fees, this may be sufficient to constitute damages. However, defendants should
argue, and courts should find, that these allegations are insufficient unless plaintiffs also plead that they
were not reimbursed, credited or made whole by their bank or credit card company, which often occurs
in such instances.
Further, negligence claims are often barred by the economic loss doctrine, i.e., one may not recover for
economic damages (as opposed to personal injury or property damages) based on a negligence theory
as opposed to breach of contract.[9]
In addition, mere allegations that hacking occurred are not sufficient in and of themselves to
demonstrate that the defendants did not reasonably exercise their duty of care, such as by failing to
take adequate precautions. Plaintiffs must allege facts demonstrating that defendants failed to take
adequate measures to prevent a breach, and if plaintiffs fail to do so their claims should be dismissed.
Fraud
Fraud claims are subject to the same damages defenses discussed above. In addition, plaintiffs must
show a misrepresentation or actionable omission (which often does not exist in a hacking circumstance)
upon which they reasonably relied. Defendants may also have a strong argument that a contract
between the parties disclaims such reliance or makes it unreasonable. For example, Terms of Use often

provide disclaimers such as “there is no such thing as perfect security ... we cannot ensure or warrant
the security of any information.” Hence, even if there is a misrepresentation or actionable omission,
there will often be no reasonable reliance.[10]
Breach of Contract
Claims for breach of contract also similarly fail for an inability to allege damages, or due to disclaimers in
Terms of Use or other agreements. Further, sometimes there is no privity.[11] For example, in one case
the consumers were not parties to the contracts between the merchants and the credit card processing
company whose database was hacked, and therefore the consumers could not allege breach of
contract.[12] In addition, the fact that a cyberattack occurred does not mean that a company necessarily
breached any of its contractual obligations, undercutting any breach of contract claim.
State Data Breach Notification Claims
Various states have laws requiring companies to provide timely notice of data breaches. Plaintiffs often
assert claims that the notice was not provided in a timely fashion. These claims may be defeated
because plaintiffs often cannot allege that they were injured as a result of any delay. In addition, certain
data breach notification statutes do not provide a private right of action for consumers to enforce its
provisions.[13]
Unjust Enrichment
Plaintiffs sometimes assert unjust enrichment claims arising out of a data breach by claiming that they
paid monies with the understanding their data would be protected, and therefore defendants were
unjustly enriched by the acceptance of payment without providing adequate data protection. However,
these claims may often be defeated if there is a contractual relationship, as in such circumstances no
unjust enrichment claims will lie. Also, often companies disclaim perfect data security, which may be
sufficient to defeat this claim. Further, unjust enrichment is an equitable remedy and in a hacking
scenario the company is also a victim and may not have done anything wrong, further defeating this
claim.
Stored Communication Act
The Stored Communication Act, 18 U.S.C. § 2702(a)(1) (SCA), prohibits an electronic communication
service from knowingly divulging personal information. Sometimes consumers will claim that companies
violated the SCA by allowing a breach. However, these claims may be defeated because only internet
service providers, email service providers and telecommunication companies are considered to be
electronic communications services, not typical merchants or manufacturing companies, for example.
Further, being hacked is not the same as “knowingly divulg[ing]” personal information; again, the
company is a victim, not a knowing participant.[14]
Conversion/Bailment
These claims are premised upon an intentional wrongful taking, which is generally not the case when
there is a cyberattack by a third party.[15] Also, in certain states, only tangible property may be
converted, not electronic information.[16]

Steps Companies Should Take to Better Positions Themselves to Defend Class Action Data
Breach Litigation
Obviously, the best defense is to prevent hacking from occurring in the first place, but that is beginning
to seem virtually impossible at this point. Accordingly, companies should make sure they are taking
reasonable precautions that are state of the art to prevent data breaches and regularly audit their
systems for possible vulnerabilities and attacks in order to ward off, inter alia, negligence claims.
Companies should also ensure their contracts and Terms of Use disclaim perfect or complete security
and warn of hacking risks and, if possible, are the same for paying and nonpaying customers. In addition,
companies collecting personal information should be careful to state in their contracts that the terms
are exclusively for the benefit of the parties and that there are no third party beneficiaries.[17]
When breaches occur, companies should do their best to timely notify those with an interest (and
having a ready-to-implement plan in place is key). After a data breach, and when faced with the
inevitable class action litigation, companies should be sure to pursue the legal arguments set out above,
particularly arguments that no injury in fact or pecuniary harm has actually been suffered, and/or that
the company itself is a victim of the hacking and therefore committed no wrongdoing.
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