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THE LION, THE UNICORN, AND THE CROWN

Foreword
Blockchain Research Institute members know the power of blockchain
technology and the many groundbreaking ways in which it is being
deployed. Together we show leadership in driving this innovation
forward—but as leaders, we also have responsibility to steward
the technology so that it becomes a driver of social good. When
developing regulations, we need to balance protecting the public with
encouraging inventors and fueling innovation.
Given how the business models and practices of firms such as
Facebook on one hand and Wells Fargo on the other have eroded
the trust of consumers as well as their government representatives,
no one is buying the “just trust us” strategy. That so many
organizations, jurisdictions, and industry groups are involved makes
regulation even more challenging.
This project investigates the challenges—the key issues, tradeoffs, and future scenarios related to blockchain and regulation. The
research is thorough, and its presentation is accessible to those with
a solid understanding of the space. It shows us a way forward while
reminding us of the dangers of unintended consequences.
We knew that this project would require a very smart author with
deep, diverse expertise. We were pleased to recruit Joel Telpner,
who moderated a standing-room-only panel on the regulation of
initial coin offerings at Blockchain Central, sponsored by the Global
Blockchain Business Council in Davos, Switzerland, to coincide with
the annual meeting of the World Economic Forum.1 He is one of the
top legal minds in the blockchain space and draws on his experience
as a lawyer, strategist, venture capitalist, and thought leader.
As Joel put “fingers to keyboard” to describe the regulatory puzzlers
dotting the blockchain landscape, the metaphors of a quite famous
and fittingly pseudonymous mathematician—Lewis Carroll—came
to mind. Carroll’s tale of “The Lion and the Unicorn,” for example,
describes how these two creatures do battle over the kingdom on
the other side of the looking glass. Carroll depicts the fearless felix
of the forest as a drowsy doyen whom the cocky unicorn has just run
through with his horn. Even in Carroll’s day, incumbent leaders had
trouble recognizing the threat of unusual upstarts.
Both the lion and the unicorn look with wonder at the everyday Alice.
The lion asks whether she’s “animal—vegetable—or mineral,” and
the unicorn calls her a “fabulous monster.” As she struggles to cut
a plum-cake with a knife—the knife isn’t “cutting it” as far as cakecutting technology goes—both of the creatures complain about her
use of the tool.
Most illuminating, however, is Carroll’s depiction of the king, over
whose crown the lion and the unicorn are fighting. The king is feeble
and his eyesight weak; he can’t see down the road. One of his
messengers has strong “Anglo-Saxon attitudes,” which get “more
extraordinary every moment, while [his] great eyes [roll] wildly from
side to side”; and the other messenger has just been released from
prison.
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The king finds the battle over his kingdom highly amusing, whereas
Alice is more bemused by the lion and the unicorn’s fight. She
ventures to clarify:
“Fighting for the crown?”
“Yes, to be sure,” said the King: “and the best of the joke is,
that it’s my crown all the while!”
“Does—the one—that wins—get the crown?” she asked.
“Dear me, no!” said the King. “What an idea!”2
Even so, the king is aware of his predicament, “evidently very
uncomfortable at having to sit down between the two great
creatures; but there was no other place for him.” In such a world,
weak rulers are happy to watch strong rivals attack each other. In
Joel’s world, which is the world of the Blockchain Research Institute,
all parties—the lion, the unicorn, and the crown as well as Alice—
have seats at the table and voices in the conversation.
Joel’s work really captures that down-the-rabbit-hole feeling of
all stakeholders as they make sense of this nascent technology in
business and society. He raises the questions that they should be
exploring together. I hope everyone enjoys it as much as I did.
DON TAPSCOTT
Co-Founder and Executive Chairman
Blockchain Research Institute

The Lion and the Unicorn were fighting for the crown:
The Lion beat the Unicorn all round the town.
Some gave them white bread, some gave them brown;
Some gave them plum-cake and drummed them out of town.3

“The Lion and the Unicorn,” Lewis Carroll, Through the Looking Glass: and What
Alice Found There, with illustrations by John Tenniel (London: Macmillan & Co.,
1872): 152. No known copyright restrictions.
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Idea in brief
»» The blockchain is disruptive innovation. On a daily basis,

brilliant minds from all corners of the planet are announcing
new ways to use blockchain technology to completing upend
the old ways in which human beings interact and engage in
commerce.

»» Disruptive innovation presents significant regulatory

Blockchain development
and implementation are
happening at a pace well
beyond the capacity of
regulators to respond,
in many ways mirroring
our experience with the
Internet—but with one
critical difference—speed.

challenges. With its global footprint, blockchain technology
does not recognize existing jurisdictional boundaries.
Innovators pooh-pooh any notion that blockchain’s distributed
applications can be confined within or excluded from any
individual country’s borders.

»» Innovation occurs faster than applicable regulations.

Blockchain development and implementation are happening
at a pace well beyond the capacity of regulators to respond,
in many ways mirroring our experience with the Internet—but
with one critical difference—speed. The Internet developed
and advanced at the speed of sound. By comparison, the
blockchain is evolving at almost the speed of light.

»» The dominant feature of the blockchain is its ability to evolve
unpredictably and to spawn new chains of technological
development. Ignoring jurisdictional boundaries, the
blockchain already spans every corner of the planet. It is
capable of penetrating many aspects of our daily life and
business, both visibly and imperceptibly. Regulating under
such uncertainty is a serious challenge.

»» Those who think the blockchain is beyond regulatory reach

are fool hearty, as are those who believe self-regulation is the
only road forward. Reality is always both more complex and
subtle. The bottom line is that some aspects of the blockchain
and its applications should be regulated. Other aspects, less
so, if at all.

»» To strike the right balance, global regulators, the private

sector, and private industry groups must all work together
with the common goal of striking an appropriate compromise
between encouraging innovation and protecting consumers
and markets where necessary. This research suggests how to
achieve that balance.

5

© 2018 BLOCKCHAIN RESEARCH INSTITUTE

THE LION, THE UNICORN, AND THE CROWN

Introduction
“But I don’t want to go among mad people,” Alice remarked.
“Oh, you can’t help that,” said the Cat: “we’re all mad here. I’m
mad. You’re mad.”
“How do you know I’m mad?” said Alice.
“You must be,” said the Cat, “or you wouldn’t have come here.”4

“The cat grinned,” Lewis Carroll, Alice’s Adventures in Wonderland, with
illustrations by John Tenniel (New York: Macmillan & Co., 1898): 54. Cropped for
placement. No known copyright restrictions.

What a fitting description of those of us in the world of blockchain,
written over 150 years ago by Charles Lutwidge Dodgson, a
professor of mathematics at the University of Oxford publishing
under his pseudonym Lewis Carroll.5 Like a rabbit hole, the exciting
opportunities of blockchain pull us in headfirst; and, before we realize
what has happened, we’re converts, potentially getting ourselves into
the Red Queen’s race.6

Like a rabbit hole, the
exciting opportunities
of blockchain pull us in
headfirst; and, before we
realize what has happened,
we’re converts.

Don Tapscott and Alex Tapscott’s book, Blockchain Revolution
sets forth how blockchain technology could change the world.7 It’s
not hyperbole. Their book describes opportunities for rethinking,
reinventing, transforming, and even upending business and society,
of which there are many, but also highlights the promise and peril
of blockchain. This research focuses on an aspect of the latter—
regulatory risk.
This research paper does not argue that the blockchain or its uses
should not or cannot be regulated. Some early blockchain adopters
argue, just as their Internet forebears did, that regulating such
a distributed technology is impossible and that, even if we could
regulate it, we should not. Those arguments were wrong then and
are wrong now.

6
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Any regulatory overlay
imposed on the blockchain
and its applications
must be implemented
thoughtfully, carefully and
with a light touch.

This research paper acknowledges the importance of appropriate
regulation and suggests some approaches for achieving effective
regulation. On the other hand, this paper should not be interpreted
as a pro-regulatory mandate. Bad regulation can be worse than no
regulation. The blockchain and distributed applications (Dapps) that
run on it warrant appropriate regulation but only when and where
necessary. Any regulatory overlay imposed on the blockchain and its
applications must be implemented thoughtfully, carefully and with a
light touch.
In this context, when this research paper refers to regulation, it
means both the types of regulations—those created by governments
through the issuance of laws and those shaped by community
consensus and self-governance. There is room for both approaches.
Part of the challenge created by this brave new world of blockchain is
figuring out which approach is better for particular circumstances.
We will undoubtedly see more regulatory oversight of blockchain
activities than presently exists. To assure that we strike the right
balance between protection and free enterprise, between individual
rights and collective interests, and between preventing harm and
encouraging and facilitating innovation, our approach must be
thoughtful and rigorous. As much as possible, it requires a deep
understanding of blockchain technology, its applications, its potential,
and its downside. We must apply the lessons of Internet regulation
and from the regulatory response to the global financial crisis of
2008.
Below, this paper sets out a way to think about the blockchain and
blockchain-based applications from the perspective of law and
regulation. It looks at the extent to which the blockchain represents
unprecedented regulatory challenges and suggests an approach to
determining when regulation is necessary and, in such cases, the
form that regulation should take.

Is the blockchain beyond traditional concepts of law
and regulation?
Cyberanarchy—what a word! According to Webster’s Hacker
Dictionary, it means the carving out of “activities outside the purview
of nation sates.”8 Is that how to think about the blockchain and
regulation? Some argue that, by its very nature, blockchain cannot
be regulated, at least not in the traditional way in which we think
about regulation.9 Others argue that, even if regulating the world of
blockchain is possible, regulators should nevertheless let the market
and blockchain participants sort out the “rules of the road.”10 In other
words, when it comes to blockchain, cyberanarchy is good. In the
early days of the Internet, many made the same argument.11 Where
the cyberanarchists correct then? Are they now?
Let’s consider the hallmarks of blockchain technology. First is
its distributed nature. The blockchain allows individuals to come
together to achieve common goals and organize themselves in
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manners very different from traditional enterprises. In theory, we
can launch blockchain applications and businesses without any
formal centralized body of owners or managers. The marriage of the
blockchain and open-source software potentially obsolesces existing
corporate and legal entities or at least sidelines such organizational
structures.

The blockchain allows
individuals to come
together to achieve
common goals and
organize themselves in
manners very different
from traditional enterprises.

This is a mindboggling concept for anyone from the traditional
corporate world. Without a corporate or managerial structure, who
makes decisions about the future? Who sets goals and objectives?
Who imposes guidelines and discipline? Who models acceptable
behavior? Who is accountable when plans go wrong or actions harm
others? Corporations and governments deal with such basic questions
daily.
Second, blockchain protocols enforce norms of behavior supported
by broad consensus; and so there is a theoretical framework for how
a larger legal system might defer to a self-governing community.
Some argue that community institutions able to self-govern through
consensus make the same decisions as traditional legal institutions.
Therefore, whether internal self-governing bodies or traditional
institutions identify, agree upon, and apply these norms makes no
real difference; the law is the same either way.
This approach may be an appealing in a world in which bloated
corporate structures and corrupt governments can be kicked to the
trash heap of history. How realistic is this vision? The argument that
blockchain communities should be able to govern themselves outside
traditional organizational and governmental involvement becomes
strained when we consider externalities, that is, conduct that causes
or could cause harm outside these communities.

Blockchain protocols
enforce norms of behavior
supported by broad
consensus.

We cannot assume that no one outside a blockchain ecosystem
will care when blockchain transactions cause harm outside
that ecosystem. The global community at large, and certainly
governments, will insist that ecosystem rules—those intended
to address harm to its members—be enforced within blockchain
applications as well as elsewhere.

“Drink me,” Lewis Carroll, Alice’s Adventures in Wonderland, with illustrations
by John Tenniel (New York: Macmillan & Co., 1898): 13. No known copyright
restrictions.
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Does the nature of blockchain obviate traditional
regulation?
[Alice] went on, “Would you tell me, please, which way I ought to
go from here?”
“That depends a good deal on where you want to get to,” said the
Cat.12

“‘You’ll see me there,’ said the cat,” Lewis Carroll, Alice’s Adventures in
Wonderland, with illustrations by John Tenniel (New York: Macmillan & Co., 1898):
55. No known copyright restrictions.

Should we change existing laws and regulations in response to the
unique attributes of the blockchain? Or should we use existing laws
and regulations to change the features of the blockchain, so that the
blockchain and its applications conform to those existing laws and
regulations?

Is the blockchain universe
so fundamentally different
that it obsolesces and
resists society’s traditional
organizational and
governance structures?

Let’s frame the debate with a threshold question: Is the blockchain
universe so fundamentally different that it obsolesces and resists
society’s traditional organizational and governance structures?
First, blockchain applications enable users to disregard or operate
across the geographic boundaries of traditional sovereigns. On
that basis, blockchain ecosystems could potentially represent a
new universe in which traditional regulation is impractical, if not
impossible. Few would dispute that a blockchain transaction occurring
in one geographically defined jurisdiction could harm someone or
something in another jurisdiction. The more important question is
whether this borderless impact is truly unique.
The types of issues and problems that rise above sovereign borders
have existed since the time human beings began migrating, forming
new societies, and engaging in commerce (or war) with each other.
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Cross-border engagement has always raised such questions as the
enforceability of export restrictions, the limitations on public access
to public information, the protection of intellectual property, and
liability for injurious content.

Blockchain applications
are based on open-source
software that no one owns
or controls.

Second, blockchain applications are based on open-source software
that no one owns or controls. Anyone is free to take this code,
modify it, develop it, or build on top of it. Should we allow people
to use the code to circumvent legal and regulatory constraints,
thereby displacing the social values embedded within those laws and
regulations? If not, then regulators must decide whether to introduce
new laws and regulations to reinforce those existing values or allow
the dissemination of new code through the blockchain potentially to
change these existing values.
The traditional method of regulation would be to oversee the owners
of the code. However, without clear ownership, regulators lose the
ability to force coders to write their code differently to achieve
regulatory or policy objectives. Rightly or wrongly, this reality could
force a shift in focus. If regulators no longer have the ability to
regulate code itself, they may instead assert increasing control over
the users of services within their jurisdictional reach. They may also
look to regulate indirectly within the blockchain space.

Is self-governance the solution?
If we accept, for the moment, the argument that we cannot apply
traditional concepts of regulation to the blockchain but we reject the
Mad-Tea-Party brand of anarchy, then can we agree on an alternative
system? Perhaps that alternative is a system of self-governance. The
feasibility of any self-governance system typically starts with and
certainly depends on the traditional community’s respect for, and
deference to, community law.

“‘Your hair wants cutting,’ said the Hatter,” Lewis Carroll, Alice’s Adventures in
Wonderland, with illustrations by John Tenniel (New York: Macmillan & Co., 1898):
56. No known copyright restrictions.
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History is full of examples of self-governance. Much of the derivatives
market voluntarily operates under policies and procedures developed
over time by the International Swaps and Derivatives Association
(ISDA). ISDA’s membership is comprised of financial institutions,
hedge funds and other significant participants involved in the
derivatives industry. The ISDA has introduced most of the accepted
documentation used to memorialize derivatives transactions to the
market. ISDA even sponsors an adjudication process to determine
when credit events have occurred that can trigger payouts of
hundreds of millions of dollars under credit derivatives transactions.
Participants in derivatives markets have voluntarily endorsed this
form of self-governance.
Traditional communities generally respect party autonomy exercised
through contractual agreements so long as such contractual
agreements don’t cross generally agreed upon lines of criminal or
immoral activity. Theoretically, community law can earn this respect
as a contractual framework for blockchain transactions begins to
emerge, partially though the use of smart contracts for governing
blockchain transactions.

Traditional communities
generally respect party
autonomy exercised
through contractual
agreements so long as such
contractual agreements
don’t cross generally
agreed upon lines of
criminal or immoral activity.

Even with the adoption of solutions such as smart contracts,
enforcement of contractual autonomy still depends on traditional
institutions. We can mitigate this dependence by internalizing
enforcement; that is, we can agree on the types of criminal and
immoral activity that rise above the right of parties to contract
among themselves. However, we have no such universal agreement
by which we might deem some activities illegal and others immoral.
This limitation already applies in our existing world. Adoption of
blockchain technologies does not necessarily worsen the problem.
Generally, we may justify self-governance or self-regulation where
we can demonstrate its greater efficacy, where the activity regulated
calls for specifically tailored adjudicatory procedural rules different
from those of the surrounding community, or where those community
rules are inapplicable. We would expect greater levels of member
compliance with highly specialized procedural rules designed for a
specific community, when self-enforced by that community.
For self-governance to work effectively, the community needs a
number of critical elements including:

»» An ability or capacity to form and implement the types of
functions central to a traditional legal system

»» An ability to enforce community decisions
»» A contractual or equivalent framework that clearly sets out

the community’s norms and related enforcement procedures

»» A sufficient level of institutionalization
For self-governance to work for the blockchain, the blockchain
community must be able to police itself through either the
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development of norms of conduct, private law enforced by contract,
technological architecture, or some combination of the three.

Law versus norms
Laws and norms represent
opposite approaches
to achieving the same
outcome.

Laws and norms represent opposite approaches to achieving the
same outcome. If blockchains constitute social relationships formed
by individuals and groups that operate outside the law, then norms
become the default means of regulating activity. Are norms emerging
for the blockchain? It is difficult to say. With the Internet, change has
been constant and drastic, and so a strong set of norms never had a
chance to develop beyond those core pioneers. That vacuum put law
at a significant advantage. The same may become true of blockchain.
We can learn a lot from the regulatory history of the Internet.

Lessons from the Internet and financial
markets
Regulating the Internet, a convergence of computing
and communications
Nearly twenty years ago, when Tim Wu was a law clerk for Judge
Richard Posner, he published an article that described the debate
over law and the Internet:

Table 1: Norms, contracts, and laws

12

Norms of conduct

Private law

Public law

Defined as:

Recognized accepted
forms of behavior and
conduct

Agreements reached
among specified parties
for specific purposes and
for a specified period

Statutes, regulations, and
judicial decisions

Formed by:

Behaviors and practices
over time by a selfdefined community

Contract or technological
architecture

Governments and
regulators

Enforced by:

Community or
representatives elected
by the community

Adjudication, arbitration,
or technological methods
of self-enforcement

Centralized government

Effective only
if:

Participants face negative
consequences for ignoring
norms enforced by
ongoing actions of the
community

Effective judicial system
exists to impose and
enforce penalties

Activity occurs within
a jurisdiction, and the
governmental body
can assert control over
parties involved through
penal actions if necessary

Jurisdiction

Often unclear but
based on self-defined
parameters by a
community

As defined by the parties
involved

Single geography
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One side asserts that the Internet is so new and different that
it calls for new legal approaches, even its own sovereign law.
The other side argues that, although it is a new technology,
the Internet nonetheless presents familiar legal problems. It
is a battle of analogies: One side refers to Cyberspace as a
place, while the other essentially equates the Internet and the
telephone.13

In the early life of the
Internet, the Internet
community resisted almost
all forms of conventional
government regulation.

In the early life of the Internet, the Internet community resisted
almost all forms of conventional government regulation. Many
embraced the mantra of “don’t regulate the Internet,” and others
insisted that the Internet, by virtue of its openness and international
nature, could not be regulated. Many blockchain enthusiasts are now
repeating those arguments almost word for word.
(As it turns out, some of the same Internet pioneers who
argued against anything but self-regulation of the Internet now
see blockchain technology as a means of righting the wrongs
inadvertently unleashed via the Internet, such as the concentration
of power, state censorship, and monitoring of citizens.14)

Should we monitor the self-regulation of early adopters?
Much like early blockchain adapters, the early Internet world was
“techno-libertarian.” Early Internet advocates viewed cyberspace as
a unique place where regulation would not work and, hence, where
people would be free. Freedom had two senses. A subset of Internet
enthusiasts held that cyberspace was free from any regulation
whatsoever. A second, somewhat more mainstream group maintained
that the Internet was free from state regulation but acknowledged
the possibility of self-regulation. The Internet’s libertarian community
argued that cyberspace was unregulated and unregulatable and that
cyber behavior was beyond the reach of governments.

The Internet’s libertarian
community argued
that cyberspace was
unregulated and
unregulatable and that
cyber behavior was beyond
the reach of governments.

Internet researchers regularly proclaimed, “The strongest argument
for self-regulation is that it works,” pointing not just to the
exponential growth of the Internet but also to its heterogeneity
of language, culture, ethnicity, religion, and economic status, with
constantly evolving infrastructures.15 In many respects, this was true.
The US government did champion self-regulation, in part through
industry, to address technical standards and public policy questions
raised by Internet commerce.
As the Internet penetrated mainstream society, many argued that
the Internet changed international law by eroding the dominance of
sovereign states and facilitating new institutional mechanisms for
making, applying, and enforcing law.
For the most part, those arguments didn’t hold—and they’re not
holding now for blockchain. We must be cautious not to attribute
God-like transformative powers to the blockchain that do not exist.
Yes, the Internet certainly resulted in changes to the global order,
threatening state hegemony. Consider the use of social media to
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elect the first African American President of the United States or to
effect regime change in Tunisia, Libya, Egypt, and Yemen.
However, incumbent powers have proven that they have many
resources to fight back. They even exploit the Internet to surveil
citizens, suppress speech, consolidate their control, and interfere
with democratic elections elsewhere in the world.
We can learn from the Internet’s development in such areas as
technical standard setting, where industry participants likely have
subject matter expertise superior to government agencies.

Should we take a light regulatory touch?
In reality, the Internet did not develop in a regulatory-free zone. For
example, in 1996, in response to increasing incidences of copyright
infringement that accompanied the growth of the Internet, the World
Intellectual Property Organization (WIPO), a branch of the United
Nations, decided to take action, following lobbying efforts from both
film and music industries. WIPO’s efforts resulted in two Internet
treaties: the WIPO Copyright Treaty and the WIPO Performances and
Phonograms Treaty.

Fortunately, in many ways,
the Internet did benefit
tremendously from a light
regulatory touch.

These treaties extended existing WIPO intellectual property
agreements among the contracting nations. The two treaties required
countries to establish laws preventing online copyright infringement.
In response to these treaties, the United States enacted the Digital
Millennium Copyright Act (DMCA). In reality, DMCA was not exactly a
light touch.
According to one observer, the parties that “assembled to hammer
out the details of the DMCA” were concerned that “it would
discourage growth by forcing would-be web entrepreneurs to
navigate a legal minefield that would cost more in fines and legal fees
than was worth the effort.”16 He concluded:
Without the fight put up by these Internet advocates, it’s a fair
bet that the online landscape we know and love today would
be far more sparse. Google, YouTube, Twitter, Flickr, . . . and
many other online service providers are protected by
provisions in the DMCA that give them “safe harbor” from
prosecution for copyright infringement so long as they adhere
to certain guidelines.17
Fortunately, in many ways, the Internet did benefit tremendously
from a light regulatory touch. The US government, for example,
encouraged and protected the Internet’s nonproprietary and
layered architecture. The essence of this open architecture was
a commitment to using a platform standard that both users and
providers of content and services could access easily. In particular,
this approach limited proprietary gatekeepers from restricting or
charging for access to the standard.

14
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Transmission control
protocol and the Internet
protocol (TCP/IP), both
nonproprietary standards,
enable the Internet to
function as a network of
networks.

Notably, this environment produced the transmission control protocol
and the Internet protocol (TCP/IP), which together facilitate the
routing of Internet communications. TCP/IP enables the Internet to
function as a network of networks, just as the standard gauge of
rail enabled the titans of locomotion to interconnect their railroads.18
To this date, this Internet standard remains nonproprietary. No
one owns the intellectual property underlying the Internet, and
so application developers can freely create—and users can easily
access—new products and services.
Also significant to Internet development, formal and informal public
and private partnerships such as the Internet Engineering Task Force
have arisen and play ongoing governance roles in, for example,
standards setting.19 Government experts may participate in but do
not control proceedings; private sector engineers can develop the
Internet’s key software on a nonproprietary basis.20 It also benefitted
from the free software movement, launched in 1983 by Richard
Stallman who created an open-source Unix-compatible software
system and released it under a general public license (GPL) so that
he and others could use, share, and improve it without violating
anyone’s intellectual property rights in perpetuity.21
In the 1990s, the US government eliminated restrictions on the
use of the Internet for commerce and privatized key Internet
infrastructure. Since then, and not surprisingly, the situation has
grown somewhat more complicated. Early government support to an
open architecture model for the Internet’s development has given
way to proprietary and closed standards for Internet applications.
“In particular, by calling on commerce to take the leading role in
developing the Internet, the government created a gold rush for
companies to introduce proprietary technologies to the developing
Internet infrastructure,” wrote Philip Weiser, the Hatfield Professor of
Law and Telecommunications and Dean Emeritus of the University of
Colorado Law School.22

Should we apply an old framework to new technology?

Net neutrality promotes
innovation through
Darwinian competition
where the fittest
applications survive.
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Here’s a case in point: net neutrality, the principle that broadband
Internet providers should allow access to all content and applications
equally, irrespective of the content’s source.24
Proponents of net neutrality argue that an open-access regime
will lead to better information, more innovation and investment in
Internet infrastructure, and preservation of freedom of speech and
freedom to access that speech. It promotes innovation through
Darwinian competition where the fittest applications survive. Those
that do not adapt quickly enough disappear. It also promotes
investment in Internet infrastructure such as streaming video and
high-speed Internet. Finally, they argue, net neutrality prevents price
discrimination based on content. Opponents argue the opposite: a
neutral network would actually decrease innovation and investment.25
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Before implementing its net neutrality policy under the Obama
administration, the Federal Communications Commission (FCC) had
classified broadband providers as information services under the
Telecommunications Act of 1996. This Act divides the world into two
categories: telecommunication carriers that transmit without altering
information; and information service providers that enhance content
received by Internet subscribers.26
Congress incorporated the Telecommunications Act into the
Communications Act of 1934, which regulates telecommunications.
The Communications Act imposes so-called “common carrier duties”
on certain telecommunication providers: telecommunication carriers
that transmit telecommunication services are classed as common
carriers. As technology evolved so that broadband service providers
could discriminate based on the type and source of content delivered,
the FCC decided to respond.

Whenever the horse
stopped (which it did
very often), [the Knight]
fell off in front; and
whenever it went on
again (which it generally
did rather suddenly),
he fell off behind.
Otherwise he kept on
pretty well.23

In 2010, the US Federal
Communications
Commission issued three
new rules that prevented
broadband providers
from discriminating when
providing access to Internet
traffic.

“Whenever the horse stopped he fell off,” Lewis Carroll, Through the Looking
Glass: and What Alice Found There, with illustrations by John Tenniel (London:
Macmillan & Co., 1872): 166. No known copyright restrictions.

In September 2005, the FCC moved toward the regulation of
broadband providers by releasing its Internet Policy Statement,
announcing its goal to “preserve and promote the open and
interconnected nature of the public Internet.”27 Relying on this policy
statement, the FCC brought a discrimination action against Comcast
in 2007. However, a court struck down the Comcast order. In 2010,
the FCC responded by issuing three new rules that, among other
things, prevented broadband providers from discriminating when
providing access to Internet traffic. Verizon challenged the FCC’s
rules.
Although the court upheld a portion of the FCC’s new rules, it struck
down the provisions relating to antidiscrimination. This ultimately
led to the FCC’s decision in 2015 to reclassify broadband providers
as common carriers to bring them under the Communications
Act, thereby requiring them to provide indiscriminate, just, and
reasonable access to all customers and content providers.
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In its attempt to regulate the new world of the Internet, the FCC
first issued guidance to the public in the form of a policy statement.
It then took selective enforcement action, issued new regulations,
and reinterpreted existing statutes to broaden its authority.28 That’s
how regulators adapt an existing regulatory framework to a new and
potentially inchoate technology.

Over the next several years,
regulators should watch
what happens to Internet
content and applications
and distill lessons relevant
to regulating blockchain
technologies and
applications.

The FCC has since reversed its policy of net neutrality under the
Trump administration. We will eventually find out which approach
both protects the public and promotes innovation. Over the next
several years, regulators should watch what happens to Internet
content and applications and distill lessons relevant to regulating
blockchain technologies and applications.

Regulating banks, exchanges, and financial
institutions
In the 1970s, as the Internet pioneers were launching e-mail, TCP/
IP, the first Internet address registry, and Telenet, the titans of
finance were forming the Society for Worldwide Interbank Financial
Telecommunication to communicate cross-border payments and
hiring quantitative analysts (“quants”) to combine advanced
mathematical theory, large sets of historical data, and heavy duty
computing in models that could predict market behavior.29
Scott Patterson, author of The Quants, described how these models
transformed the industry into what it is today: “Wall Street is
essentially floating on a sea of mathematics and computer power.”30
We could say the same of such media as Facebook, Amazon, Netflix,
and Google.
The titans also increased their use of securitization—the bundling
of debt (loans, leases, trade receivables) into securities, the value
of which derives from cash flows of the underlying assets—to
create liquidity.31 “Securitization was one of the most brilliant
financial innovations of the 20th century,” said James Rokakis, a
longtime Cuyahoga County treasurer in Ohio. “It freed up a lot of
capital. . . . But then people realized they could scam it.”32

To regulate the financial
system adequately,
policymakers need to keep
up with these complex
financial innovations.

To regulate the financial system adequately, policymakers
need to keep up with these complex financial innovations—not
just to develop appropriate regulations but to recognize and
respond to warning signs. According to the Financial Crisis
Inquiry Commission, established by the Fraud Enforcement
and Recovery Act of 2009 to identify the causes of the
financial crisis:
Key policymakers—the Treasury Department, the Federal
Reserve Board, and the Federal Reserve Bank of New York—
who were best positioned to watch over our markets were
ill prepared for the events of 2007 and 2008. . . . They
thought risk had been diversified when, in fact, it had been
concentrated.33
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Attracting key finance, math, and computer science talent to this
kind of public service isn’t easy, especially if the culture is one of
defending bureaucracy rather than reinventing government for the
common good.34

How do we strike the right balance between public and
private roles?
Consider what the FCIC said about the influence of the finance
industry and the role that influence may have played in the 2008
financial crisis
From 1999 to 2008, the financial sector expended $2.7
billion in reported federal lobbying expenses; individuals, and
political action committees in the sector made more than $1
billion in campaign contributions. What troubled us was the
extent to which the nation was deprived of the necessary
strength and independence of the oversight necessary to
safeguard financial stability.35
The FCIC concluded that lawmakers had become beholden to the
financial services industry:

The FCIC concluded that
lawmakers had become
beholden to the financial
services industry.

We ended up with a 21st century financial system with 19th
century safeguards. More than 30 years of deregulation
and reliance on self-regulation by financial institutions,
championed by former Federal Reserve chairman
Alan Greenspan and others, supported by successive
administrations and Congresses, and actively pushed by the
powerful financial industry at every turn, had stripped away
key safeguards, which could have helped avoid catastrophe.36

“Humpty Dumpty,” Lewis Carroll, Through the Looking Glass: and What Alice
Found There, with illustrations by John Tenniel (London: Macmillan & Co., 1872):
118. Cropped for placement. No known copyright restrictions.
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Should complex problems beget complex regulation?

Financial regulators have
demonstrated a pattern
of over-regulating, then
deregulating, then reregulating (with greater
complexity).

The Glass–Steagall Banking Act of 1933, enacted after the Great
Depression of 1929 and which created the Federal Deposit Insurance
Corporation, aimed to restore the public’s trust in financial
institutions, and separated commercial banking from insurance and
investment banking to protect consumer deposits from speculators.37
It was a mere 37 pages.38
Fast forward to the Great Mortgage Meltdown of 2008, during which
some 9.3 million families lost their homes.39 Enacted amid concerns
of a prolonged “Great Recession,” the Dodd–Frank Wall Street Reform
and Consumer Protection Act of 2010 weighed in at over 2,300 pages
(or a mere 848 pages as published by the US Government Printing
Office).40
As Figure 1 shows, over the last 150 years, financial regulators have
demonstrated a pattern of over-regulating to rebuild public trust in
response to crisis, then deregulating after a period of stability and
much industry lobbying, then re-regulating (with greater complexity)
in response to another crisis and another breach of public trust.41
The legislative complexity of Dodd–Frank may be unprecedented.
Equally unprecedented is the extent to which the US Congress
effectively delegated the task of filling in the details of Dodd–Frank:
between 240 and 530 of its substantive provisions and definitions
required multiple US regulatory bodies to make, clarify, and

Figure 1: Complexity of financial regulation

Source of data: “Too Big Not to Fail,” The Economist, 18 Feb. 2012.
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implement new rules. The Act also mandated 60 to 70 regulatory
studies and a comparable number of detailed reports. To date,
almost a dozen regulators have issued thousands and thousands of
pages of regulations to effect the requirements of Dodd–Frank.
That’s not a good sign. The FCIC found that turf wars prevented
timely intervention:
As irresponsible lending, including predatory and fraudulent
practices, became more prevalent, the Federal Reserve
and other regulators and authorities heard warnings from
many quarters. Yet the Federal Reserve neglected its
mission. . . . The Office of the Comptroller of the Currency and
the Office of Thrift Supervision, caught up in turf wars, preempted state regulators from reining in abuses.42
Consider the regulatory layers US-based financial institutions must
deal with:

»» The Federal Reserve, the Federal Deposit Insurance

Corporation, the Comptroller of the Currency, and the
Consumer Financial Protection Bureau all regulate large
financial institutions in the United States.

»» Another twenty or so federal bodies regulate various products
and services offered by large US banks.

»» Each US state has its own set of regulatory agencies that, to
various extents, also oversee financial institutions.

»» Additionally, large US financial institutions must deal with

regulatory regimes in each non-US jurisdiction in which they
operate.

If the financial crisis of
2008 taught us anything,
it is that regulators cannot
be fighting over jurisdiction
while the market in dispute
is burning to the ground.

The multitudes of regulators who have jurisdiction over large financial
institutions have differing, complex mandates. To a various extent, all
of them play roles in protecting consumers. Beyond that, some focus
on systemic financial safety and soundness, others make sure the
markets function smoothly, and still others focus on specific types
of products. To stay in business, these financial institutions must
have large, complex compliance operations and sophisticated risk
management tools.
If the financial crisis of 2008 taught us anything, it is that regulators
cannot be fighting over jurisdiction while the market in dispute is
burning to the ground.

How should we account for the cost of complying with
regulations?
Financial services institutions alone have spent billions of dollars to
comply with Dodd–Frank. S&P Global Market Intelligence conducted
a survey of the banking industry on the subject of compliance: nearly
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half said compliance costs were up at least 20 percent, and nearly
a fourth of respondents said their costs were up between 10 and 20
percent.43

It is no longer sufficient
to simply throw more and
more resources at risk
and compliance—firms are
now seeking targeted risk
management outcomes
by utilizing technology
and specific value-add
compliance skills.

For some, compliance costs are unsustainable and may end up
driving further industry consolidation: five percent of respondents
said that they account for more than a third of the operating budget,
and 14 percent reported that compliance costs comprise 20 to 30
percent of annual expenses.
Community banks and credits unions have been particularly hardhit. Nearly 40 percent of respondents were either “very likely” or
“somewhat likely” to consider a merger or acquisition offer over the
next 12 months.44
Others have had to pass on costs to their customers. One respondent
from a credit union told S&P Global Market Intelligence:
I can emphatically state if significant regulatory relief is
not provided for small to mid-sized institutions soon, in 20
years, I doubt we will be left with anything else besides
megabanks. . . . This will have a dramatic, chilling effect on
small business creation and economic growth in the country.45
Thomson Reuters’ eighth annual “Cost of Compliance” survey
of global risk and compliance practitioners found that they’re
looking to automation to minimize compliance costs and maximize
effectiveness: 33 percent of all firms and 48 percent of global
systemically important financial institutions will involve compliance in
assessing both fintech and regtech in the next 12 months.46
According to the report’s authors, 2017 was a “pivot point for the
cost of compliance. It is no longer sufficient to simply throw more
and more resources at risk and compliance—firms are now seeking
targeted risk management outcomes by utilizing technology and
specific value-add compliance skills.”47 Perhaps distributed ledger
technology will be among the solutions.

Can we minimize unintended consequences from
regulation?
In a recent survey on the efficacy of Dodd-Frank, more than half
of the respondents agreed that financial services regulation either
had little effect (35%) or actually worsened market stability (17%)—
presumably reducing liquidity in some markets—against only 43
percent who said the new regulations had increased stability.48 This
is not surprising. Many in the United States believe that the Dodd–
Frank regulations are overbroad, don’t accurately reflect the true
causes of the financial meltdown, and have a number of unintended
consequences.
For example, the so-called Volcker Rule under Dodd-Frank, subject to
certain exceptions, severely restricts the ability of banks to engage in
proprietary trading. One of the exceptions allows banks to engage in
market-making activities so long as such activity is tied to reasonably
expected near-term customer demand.
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Unfortunately, customer demand decreases in times of market
disruptions. As a result, banks can no longer step into the market
through their market-making activities to stabilize markets exactly
at the time most needed. Many economists have expressed concern
that provisions like this will actually worsen the next financial crisis.

We will be well served if
regulators first understand
the technology before
regulating it, and then ask
the right questions.

Finding a better way
There are better ways to regulate. We hope that regulators take
time to learn from the regulatory reaction (or overreaction) to the
financial crisis. We will be well served if regulators first understand
the technology before regulating it, and then ask the right
questions, adopt appropriate regulatory principles suitably tailored
to the blockchain and its applications, and follow a regulatory
implementation approach that is open, clear, and consistent.

Understanding the core features of
blockchain technology
Alice said at last, . . . “It’s a great huge game of chess that’s being
played,—all over the world,—if this is the world at all, you know.
Oh, what fun it is!”49

“Just like a great chess-board!” Lewis Carroll, Through the Looking Glass: and
What Alice Found There, with illustrations by John Tenniel (London: Macmillan &
Co., 1872): 38. No known copyright restrictions.

The blockchain is jurisdictionally agnostic
Does the borderless nature of blockchain transactions create
problems that traditional legal systems cannot deal with? According
to the European Parliament, the answer may be yes. A policy

22

© 2018 BLOCKCHAIN RESEARCH INSTITUTE

THE LION, THE UNICORN, AND THE CROWN

analysis by European Parliamentary Research Services warns that
centralized legal systems may not be able to assert any control
over decentralized activities on a distributed ledger for a number of
reasons:

»» No clear jurisdiction
Because of the
decentralized, crossboundary character of the
blockchain, policymakers
need a harmonized
regulatory approach at the
transnational level.

“The decentralized, cross-boundary character of
blockchain . . . raises jurisdictional issues as it seems to
diffuse institutional accountability and legal responsibility
in an unprecedented manner, rendering the need for a
harmonized regulatory approach at the transnational level
more pertinent compared with a local or regional one.”50

»» Little control, few checkpoints
“Centralized structures of law might lose their ability to control
the ledger . . . or to shape the activities of disparate people or
autonomous decentralized organizations, as no one (including
the original creator) can control the ledger after it has been
deployed. There will be fewer checkpoints to guide and assist
the flow of data.”51

»» No legal person
We also need to consider “the legal enforceability of smart
contracts, and liability and accountability issues,” exacerbated
by their operating across borders and their potential inability
to perform complex operations, because “distributed ledgers
currently lack the legal personality that is necessary for them
to be assigned with responsibilities and liabilities.”52

Blockchain users should
urge governments to adopt
a set of global blockchain
rights that underlie their
regulatory approach to the
blockchain.

Even if a jurisdiction in which an injury arises from a blockchain
transaction asserts it authority and chooses a plausible body of
substantive law, it may lack the means of enforcing its decision, if
the injuring party is beyond its reach. When conduct is criminal,
authorities may lack the traditional jurisprudence means for
addressing such transitory crimes, namely, trying a crime committed
in one jurisdiction in the courts of another jurisdiction. Geographically
defined legal systems do not usually prosecute crimes committed in
other places, except by artificially redefining the place of commission
to be the place of injury.
Where are players located, where does an activity occur, and which
markets are affected all become debatable when transactions
involve the blockchain. Resolving these questions could take years
of jurisprudence development, a healthy dose of argument, and
occasional chaos.
Unless blockchain ushers in a new utopian world, we will never
see a single global approach to blockchain regulation. Blockchain’s
borderless nature will test the patience of governments as they try to
assert their separate and potentially contradictory interests. Before
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it is too late, the community of blockchain users may need to push
governments to adopt a set of global blockchain rights that underlie
their regulatory approach to the blockchain. At a minimum, those
rights could address:

»» Access to applications. Some governments may want to
Before it is too late, the
community of blockchain
users may need to push
governments to adopt a
set of global blockchain
rights that underlie their
regulatory approach to the
blockchain.

prevent their citizens from accessing certain encryption
and blockchain applications. Nonetheless, the blockchain
community should collectively press global regulators to
adopt policies that assure individuals broad and open access
to blockchain applications unless those applications violate
universal norms of social behavior.

»» Access to information. Different societies place different

values on the interaction between individuals and information.
The United States puts a premium on giving individuals
broad and open access to information. The European Union
emphasizes the right of individuals to protect their personal
data. Other countries prize their ability to restrict access to
information. We will likely not soon reach global consensus
on access to and use of information. At best, our approach
should balance, as best as possible, the right to distribute and
access information, the rights of individuals to privacy and
data protection, and the legitimate needs of governments to
access or restrict the flow of data occasionally.

»» Ability to contract. International commerce works only

because players may contract with each other with relative
assurances that they can enforce their contractual rights.
Although blockchain applications may impede our ability
to determine which rules of contract law to apply, any
regulations should assure regulators’ ability to adjudicate
blockchain-related disputes. We cannot use the murkiness
of location as an excuse for disregarding conflicts of law
principles or the global organizations to which parties can
presently turn in adjudicating contractual disputes.

»» Civil society. We will continue to hold widely divergent legal
We have no single or
shared definition of what
constitutes inappropriate
behavior or as to what
the appropriate sanctions
should be for that behavior.

standards for the types of behaviors considered tortious,
libelous, or defamatory. We have no single or shared
definition of what constitutes inappropriate behavior or as to
what the appropriate sanctions should be for that behavior.
The Internet has forced us to rethink how we handle such
concerns where different societies have legitimate and
different ways of viewing behaviors that may be inappropriate
in one culture and permitted and perhaps even desirable in
another.

Blockchain applications will continue to push the limits as to how deal
with such different views. We cannot use blockchain technology to
disregard society’s base behavioral norms nor should we pressure
regulators to disregard such core societal values simply because of
the seamless nature of the blockchain.
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Start-ups can push existing players aside

Start-ups often lack the
resources and expertise to
understand, analyze, and
create the policies and
procedures necessary to
comply with regulatory
standards across
jurisdictions.

As with the Internet, we are seeing two different approaches
to blockchain development and growth. In the public spotlight,
incumbent firms are developing blockchain applications to integrate
into existing products. Large financial institutions such as those
involved in the R3 consortium are creating apps to undertake all
types of financial transactions more cheaply and securely.53 Those
with large global footprints can withstand the costs of regulatory
compliance across multiple jurisdictions. They have the experience
and resources to deal with competing and potentially contradictory
regulatory demands.
Moreover, regulators charged with assuring ongoing compliance know
that they can assert jurisdiction and authority over these global
enterprises. They have the tools necessary to punish bad actors or to
exclude them from accessing a local market. Regulators can achieve
their objectives without relying on social pressure underlying social
norms.
These dynamics fall apart for start-ups. Operating outside the
public spotlight, start-ups often lack the resources and expertise
to understand, analyze, and create the policies and procedures
necessary to comply with regulatory standards across jurisdictions.
This probably doesn’t matter. Even if global regulators are aware of
a start-up, that start-up may be operating beyond the regulator’s
reach.
To complicate matters, many entrepreneurs are working quickly
and relentlessly to develop blockchain applications that will destroy
our conventions of doing business and displace existing players in
the process. For example, new businesses such as BitPesa, Veem,
and WeTrust are aiming to onboard millions of people to the global

“Father William balances the eel,” Lewis Carroll, Alice’s Adventures in
Wonderland, with illustrations by John Tenniel (New York: Macmillan & Co., 1898):
42. No known copyright restrictions.
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economy, starting with the instantaneous transfer of small amounts
of money at little or no cost anywhere in the world, especially in
developing markets where traditional banking services are too
expensive or simply unavailable.54 By operating outside traditional
banking channels, these start-ups are operating outside existing
regulatory channels.

Should these new small
businesses be regulated
as if they were large
incumbents?

Should these new small businesses be regulated as if they were
large incumbents? We are seeing how this approach is killing the
community bank. It makes no sense. Equally, it may also make no
sense to ignore the potential for fraudulent practices in the absence
of oversight. Of course, regulators could simply forbid start-ups from
rolling out decentralized apps that purport to perform banking-like
functions without regulatory scrutiny. But whose scrutiny? In whose
jurisdiction? These are no simple questions.
Imposing the same regulatory spider web on blockchain startups—those offering products intended to displace typical banking
products—would be nonsensical, as would leaving these start-ups
completely and indefinitely alone. Such blockchain applications raise
a myriad of appropriate regulatory structure questions: What types
of blockchain businesses should be allowed to provide banking-like
offerings? What types of banking-like products and services should
they be allowed to offer?
At the same time, existing regulatory bodies must collaborate in
policy-making and coordinate their responses to these questions.
The patchwork of regulators with overlapping authority will simply
not work to govern decentralized blockchain-based markets driven
forward by small geographically dispersed players.

Smart contracts fulfill the trustless component of the
blockchain
The smart contract has no widely accepted definition. Those who
use the term are often referring to computer program code that,
when run on a blockchain, facilitates entering into an agreement
or arrangement between parties and automates (or automatically
enforces) performance of that agreement.

Smart contracts can
implement or “enforce” the
understanding between
contracting parties.

A traditional contract sets out the understanding between contracting
parties. In theory, smart contracts, sometimes called self-executing
contracts, go a step further. They can implement or “enforce” that
understanding. The critical point: performance of the agreement is
automated because a programmer has translated relevant “legalese”
into computer code that forms a set of instructions for self-executing
activities. While parties needn’t run such a program on a blockchain,
they may choose to do so because:

»» They don’t know or don’t necessarily trust each other and
want the contract to execute exactly as coded without
interference.
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»» They need assurance of continuity, which the distributed

nature of the blockchain provides (during massive power
outages, infrastructure sabotage, or government attempts to
shut down communications).

»» They want to prevent any tampering with the code, which the

blockchain’s immutability and transparency provide; parties to
the contract would see any attempts to alter it.

»» The smart contract contains conditions that refer to oracles,
such as off-chain data events (e.g., price changes) or an onchain threshold assurance (e.g., a majority of shareholder
votes received); when these conditions are met, the code
automatically triggers specific actions, also defined in the
contract.

»» The smart contract controls other assets (both on-chain

cryptoassets and titles to off-chain assets) or triggers or
interacts with other smart contracts, such as initial coin
offerings or self-sovereign identities.

To the extent that we can code regulatory requirements directly
into smart contracts and make compliance with those requirements
self-executing, then we may want to rethink existing regulatory
paradigms in terms of the blockchain. Of course, because smart
contracts are computer code, they can substitute only for traditional
contractual arrangements where the terms are objective, not subject
to interpretation, and are programmable, self-executing, and selfenforcing.

Smart contracts will
need to become far more
sophisticated if we want
them to play such a
regulatory role.

Smart contracts will need to become far more sophisticated if we
want them to play such a regulatory role. For example, they will need
to have “control” over the physical or digital assets to be transferred
pursuant to the smart contract as well as fiat currency, if any,
used for payment. Distributed ledgers must integrate with existing
payment systems without requiring deposits of all funds necessary
to perform the contract. Distributed ledgers must also be able to
integrate with asset registries to create and release liens and even
transfer assets as parties exchange payments through the ledger.
If smart contracts become sufficiently robust to begin taking on
regulatory enforcement, forward-thinking policymakers will likely
struggle for governmental buy. The extent to which regulators are
willing to “delegate” aspects of regulatory enforcement to smart
contracts may depend on who controls contract code and whether
regulators have the ability to assert their authority.
If smart contracts rely on closed code owned or controlled by
corporate or comparable legal entities, regulators would presumably
be able to exercise regulatory oversight as they do over other means
of global commerce. But if the code is open source outside the
control of any particular, identifiable legal entity, then regulatory
power is threatened. This does not mean that the use of open-source
code to build blockchain applications isn’t beneficial. Regulators may,
however, need to rethink how they assert regulatory oversight.
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Smart contracts may
represent an efficient
means of reflecting
emergent consensus on
acceptable blockchain
practice.

“Alice picks up the White King,” Lewis Carroll, Through the Looking Glass: and
What Alice Found There, with illustrations by John Tenniel (London: Macmillan &
Co., 1872): 17. No known copyright restrictions.

A substantial number of blockchain start-ups rely entirely or to a
significant extent on open-source code as the foundation of their
blockchain applications. Part of blockchain’s appeal, at least within
the non-institutional side of blockchain, is its distributed nature in
which everyone can contribute to the success of an application or
idea that is owned by everyone and no one.
The beauty of allowing everyone to contribute to the code also has
an unattractive side, at least from the perspective of a regulator who
can only watch from the sidelines as a spectator. Of course, nothing
would prevent regulators from becoming part of the community and
contributing to its development.
Perhaps, then, smart contracts may represent an efficient means of
reflecting emergent consensus on acceptable blockchain practice.
Voluntary norms may likely wind their way into smart contracts
so that the contracts themselves become a more effective means
of codifying, if not institutionalizing, such norms than regulators’
imposing smart contract standards.
However, smart contracts are self-enforcing. For smart contracts to
work, or at least to work most effectively, we must operate under
an assumption that, in an ideal world, all possible outcomes of
the contract (including penalties for breach) haven been explicitly
identified and addressed in advance, akin to liquidated damages
clauses in traditional contracts.
What happens, however, if a contingency occurs that the parties have
not anticipated and addressed in the smart contract’s self-executing
code? Smart contracts are necessarily deterministic and will not
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work particularly well in circumstances where the contracting parties
want to renegotiate terms and outcomes following the occurrence of
unanticipated events.
Traditional contracts allow for the unpredictability of human behavior,
including the potential of intentional nonperformance. Following a
breach of a traditional contract, the aggrieved party has the option
to seek specific enforcement, monetary damages, or restitution
through third parties such as courts. In contrast, smart contracts are
performed (and therefore enforced) automatically through the terms
and mechanisms embedded in the code of the smart contract itself.
Instead of seeking damages for nonperformance, a party may
be seeking redress for a contractual outcome that was actually
performed (or is being performed) but does not reflect the true
intent of the parties because of unanticipated factors outside the
scope of the smart contract. The remedy must come after the fact
to undo or alter an agreement that has fully and automatically been
performed.
Here parties may want regulators to assert authority. Many laws
recognize the occurrence of circumstances that allow for appropriate
modifications or absolve a party from performing a contract. Given
circumstances beyond their control or imagination, the contracting
parties may voluntarily amend contract terms. Unless and until we
have a widely accepted means by which we can amend or modify
smart contracts to reflect changes in law, circumstances, or the
desires of the parties, we may need to resort to external means of
dispute resolution, as through the courts of various countries.
Is the smart contract intended to create a binding legal agreement or
an effective substitute for a binding legal agreement? This is not just
a technological question. As one commentator noted,
This answer depends on existing legal doctrine and how our
legal, political, and commercial institutions decide to treat
the technology and use of smart contracts. If businesspeople
don’t trust it, the legislature doesn’t recognize it and the
courts can’t interpret it, then it won’t be a very practically
useful “contract.”55

Is the smart contract
intended to create a
binding legal agreement or
an effective substitute for a
binding legal agreement?
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Ultimately, that smart contracts are written in open-source software
that is not “owned” by a legal entity in the traditional sense may
be irrelevant. So long as participants using smart contracts require
assurance that they will have access to traditional adjudicatory
bodies, regulators will have an ability to assert influence over
blockchain behavior. This certainly does not mean that regulators
won’t rely on social and behavioral norms as enforcement tools.
As the Internet has taught us, the regulatory web that overlays
blockchain activity will likely be a combination of community-based
consensus and norms where practical, and regulatory-mandated
requirements when not.
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Smart contracts could
create new types of “choice
of law” problems that
international organizations
can address more
effectively than government
regulators.

International commerce is replete with examples of international
standards bodies that govern contracting terms and performance
norms. For example, in the case of international trade, the
commercial letter of credit is the primary mechanism for payment.
Such letters of credit are subject to a special set of rules
administered by the International Chamber of Commerce. These
rules are not a body of law, but rather, a set of rules adhered to by
banks worldwide.
Why should we believe that the blockchain environment would differ
fundamentally? If the code used to write smart contacts is “law,” then
that law needs to distinguish between Dapps and basic standards
developed by standards bodies regarding blockchains themselves.
Smart contracts could create new types of “choice of law” problems
that international organizations can address more effectively than
government regulators.

Disintermediation and the blockchain are
synonymous
Much of our existing regulatory scheme, particularly for financial
services and markets, delegates regulatory oversight and
enforcement responsibilities to intermediaries such as exchanges
and clearing agents. Regulators use intermediaries to expand their
regulatory reach and power but not their costs.
For example, although a routine securities trade can be executed
within microseconds, the actual settlement, that is, the process of
verification of transfer of ownership of the security, can take as long
as a week. That’s because the parties trading securities do not have
direct access to each other’s ledgers and there is no way to verify
automatically that the securities are owned by one party and can be
transferred to the other party.

Distributed ledger
technology is already
changing how we
complete transactions
and eliminating the use of
intermediaries and related
transaction costs.
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Instead, a series of intermediaries, the clearinghouses, which serve
as verifiers as to the ownership of the securities and which process
and maintain the records for the securities trades, must reach out
to other intermediaries such as broker dealers and share registrars,
who all must update separately their respective ledgers. The existing
securities regulatory system contemplates the roles played by all of
these different intermediaries. Given the SEC’s limited resources,
the SEC uses these intermediaries to assure proper functioning of
securities markets on the SEC’s behalf.
Distributed ledger technology is already changing how we complete
transactions and eliminating the use of intermediaries and related
transaction costs. Consider Overstock.com, the first US public
company to list and trade its securities on the blockchain. It
demonstrated how the blockchain could revolutionize securities
trading. For two years, Overstock.com worked closely with the SEC
and Financial Industry Regulatory Authority (FINRA) to obtain their
approval. Among its many challenges, Overstock.com needed to
reconcile the blockchain trading process with existing US securities
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laws and regulations because blockchain challenged the assumptions
that policymakers made about the contexts in which securities
regulations would operate.
Specifically, the SEC assumed a clearing and settlement process
that involved a clearing agent subject to SEC regulatory oversight.
However, whenever a security is “traded” on the blockchain, it is
simultaneously traded and settled: there is no clearing and, thus, no
clearing agent. Nor is there a custodian, since there is no physical
thing to deliver.
The SEC sees the benefits of blockchain technology but also
expresses concerns as to how bad actors might exploit the
technology:
Although the design and maintenance of cryptocurrencies
differ, proponents of cryptocurrencies highlight various
potential benefits and features of them, including

›› The ability to make transfers without an intermediary and
without geographic limitation

›› Finality of settlement
The blockchain and its
applications will likely
enable us to achieve our
current goals in new ways
that require policymakers
to rethink how they
regulate certain activities.

›› Lower transaction costs compared to other forms of
payment

›› The ability to [verify publicly] transactions. . . .
›› Personal anonymity
›› The absence of government regulation or oversight.
Critics of cryptocurrencies note that these features may
facilitate illicit trading and financial transactions, and that
some of the purported beneficial features may not prove to be
available in practice.56
The blockchain and its applications will likely enable us to achieve
our current goals in new ways that require policymakers to rethink
how they regulate certain activities. New technologies and new
methodologies arising from those technologies, even when unrelated
to existing regulations, may have significant and unexpected effects
on how those regulations operate and are enforced.

Change is constant
In a report, “Technology Will Keep Changing Everything—and Will Do
It Faster,” Banning Garrett wrote,
Predicting how technology is developed and used—and
the impact of that use—is inherently impossible and not a
question of improved methods and information. Rather, it is
dependent on the decisions of individuals—millions and billions
of unpredictable, individual decisions.58
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“How puzzling all these changes are! I’m never sure what I’m going
to be, from one minute to the other,” [said Alice.]57

“Alice swam about,” Lewis Carroll, Alice’s Adventures in Wonderland, with
illustrations by John Tenniel (New York: Macmillan & Co., 1898): 20. No known
copyright restrictions.

Garrett listed several ideas worth keeping in mind when attempting
to forecast the effects of new technology, so as to determine
whether, when, how, and why to regulate:

»» Technological disruption can result from a convergence

of advances, as the Internet did from the technical leaps
and plummeting costs of computing and communications.
Now we have a confluence of blockchain, robotics, artificial
intelligence, and the Internet of Things that is driving smart
homes, autonomous vehicles, additive manufacturing, and
cognitive supply chains.

»» The pace of technological change will continue to accelerate,
and quantum computing is on the horizon. The arrival of
a viable quantum computer—one that uses quantum bits
(or “qubits”) rather than conventional bits—will usher in an
unprecedented age of discovery. It will also undermine the
cybersecurity of global finance and national defense.

The pace of technological
change will continue to
accelerate, and quantum
computing is on the horizon.

»» Though behavioral economists have gotten better at

anticipating the financial markets’ response to news, not all
social systems behave according to laws as quantifiable and
formulaic as those of physics.

»» With big data, social media, and prediction markets, we can

leverage the wisdom of a large crowd of decision-makers and
technology experts to identify emerging trends and imagine
how society might adopt and adapt to these technologies.

»» Running scenarios can help regulators to consider worst

cases, play out the effects of alternative regulations, and
surface otherwise unintended consequences.
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We agree. No one can say with certainty what impact the blockchain
will have on society. Regulators can, however, develop scenarios
and test assumptions as Garrett suggests. By identifying and
understanding some basic and fundamental attributes of the
blockchain, we can begin at least to identify the questions we should
be asking in order to develop a potential blockchain regulatory
framework. We can start by asking what we believe to be the most
relevant question from a legal and regulatory point of view.

A regulatory approach: Ask fundamental
questions

We will be better served if
regulators ask some basic
questions about blockchain
and blockchain-based
applications before enacting
new regulations or applying
existing regulations to
unprecedented technologies
and methods of doing
business.

When regulators face an industry in a state of rapid evolution or
revolution, that is, high uncertainty, regulators have three possible
responses. They can make new laws through rulemaking and
potentially through enforcement actions. They can refrain from
taking any action and simply observe, study, and learn. Or they can
watch developments and periodically issue reports, guidance, or
threats. They may end up requiring some combination of the above.
But determining which approach is optimal, we believe, must start
with a process of informed questioning.
Some cases need regulatory intervention or immediate government
response without the luxury of premeditative implementation
process. Exigent circumstances such as the protection of human
life must always take priority. In all other cases, we will be better
served if regulators ask some basic questions about blockchain and
blockchain-based applications before enacting new regulations or
applying existing regulations to unprecedented technologies and
methods of doing business.
The most basic is whether the blockchain should be self-regulated,
government regulated, or unregulated. Historically, regulation often
works best when it involves an appropriate balance, so we presume
the answer will be to combine all three. Notwithstanding the views of
blockchain anarchists, as the Internet has taught us, lack of physical
boundaries does not put technology beyond the purview of regulators
or above the need to regulate.

Does the use of the technology raise truly novel legal
issues?
This is such a fundamental and critical question. If the answer is
no, then we need to operate under an assumption that, instead, the
blockchain gives rise to the same issues with which lawyers have
grappled with for decades, only in a different medium. Whenever
we are faced with radically new technology, there is a tendency to
conclude that no one has ever before seen or addressed all of the
regulatory issues it raises. This may be true at times.
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If blockchain technology enables us to pursue and achieve our
existing objectives in new ways, then we may want to reconsider
our understanding of those objectives. Further, we may need to
reconsider how we regulate the pursuit and achievement of those
objectives.

Have policymakers based
laws and regulations on a
set of assumptions about
the context in which they
apply?

Have policymakers based laws and regulations on a set of
assumptions about the context in which they apply? Significant
technological advancements can alter how such laws and regulations
function, even where the technological changes have nothing to do
with the affected laws and regulations. Acknowledging this type of
impact is a start. Whether that impact raises truly novel legal issues
for which no existing precedent exists is a separate question. At the
most general level of analysis, no legal questions are unique: they all
involve human interaction, behaviors, and potential conflicts.

What is the “it” that we are potentially regulating?

“What do you know about
this business?” the King said
to Alice.
“Nothing,” said Alice.
“Nothing whatever?”
persisted the King.
“Nothing whatever,” said
Alice.
“That’s very important,” the
King said, turning to the jury.
They were just beginning to
write this down . . . when
the White Rabbit interrupted:
“Unimportant your Majesty
means, of course.”57

“‘You’re nothing but a pack of card,’ cried Alice,” Lewis Carroll, Alice’s Adventures
in Wonderland, with illustrations by John Tenniel (New York: Macmillan & Co.,
1898): 98. No known copyright restrictions.

To regulate appropriately,
we need to understand
what we are seeking to
regulate and why.

In the Wall Street Journal, James Mackintosh asked, “Is It Time to
Regulate Bitcoin?”60 It is a well-written article but it asks the wrong
question. Again, this research paper is not intended to be an antiregulation piece: the law plays an important role in the functioning
of markets and in protecting, when necessary, individual market
participants. Nevertheless, to regulate appropriately, we need to
understand what we are seeking to regulate and why.
We cannot and should not talk about regulating bitcoin the
cryptocurrency in isolation. Any discussion must encompass
the whole blockchain ecosystem in which bitcoin and other
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cryptocurrencies are components and distinguish between regulation
of the ecosystem itself and regulation of applications utilizing
distributed ledger technology. The former is akin to the regulation of
the Internet, to the extent that it is a “thing” that can be regulated.
The latter is akin to the regulation of email, an application that relies
on the Internet backbone.
While some virtual or digital currencies are intended to serve a role
similar to that of bitcoin, other types of coins or tokens perform
or purport to perform functions (utilities) significantly different
from bitcoin and its virtual currency cousins. Nor are the many
distributed applications conceived to run on blockchain the same as
cryptocurrencies or utility tokens.
From such differences arise different concerns, different
constituencies, different markets, different industries, and different
economic impacts. Regulatory efforts must incorporate such
differences, if they are to succeed. For example, policymakers
continue to debate whether cryptocurrencies are currencies,
commodities, securities, computer code, or something else
altogether. Perhaps they are a combination of the above.

Just because bitcoin is
accepted as payment in
exchange for the delivery of
goods or services does not
mean that cryptocurrencies
are money.

In some cases, parties use bitcoin and other cryptocurrencies as
an equivalent to money, to buy and sell goods.61 Consider these
statistics:
Bitcoin is used by over 100,000 people, and hundreds of
thousands of dollars’ worth of bitcoin is traded every day. It
even has greater volume transactions than Western Union and
is becoming a real threat to PayPal, which explains the latter’s
decision to accept payments in bitcoin.62
Economists define money as anything generally accepted in payment
for goods or services or in the repayment of debts.63 It falls within
this broad definition to the extent that people use cryptocurrency to
make payments for such goods and services as the following:
In certain countries, bitcoin is accepted for fee tuitions
(Cyprus), in others for restaurants meals (restaurant Le Petit
Jardin in Los Angeles), and since January 2013 the world’s
biggest retailer, Overstock.com, began accepting bitcoin,
followed by Expedia, Wikipedia, and by Microsoft in December
2014.64
Money has three functions—not just a means of exchange but a
store of value and a unit of account—each of which is regulated. If
cryptocurrencies have the same three characteristics, then regulating
them as we regulate money might be appropriate.
However, just because bitcoin is accepted as payment in
exchange for the delivery of goods or services does not mean that
cryptocurrencies are money. It does mean that some parties will
accept bitcoin instead of fiat currency as payment in exchange for
goods or services.
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From a legal perspective,
cryptocurrencies do not
presently qualify as a
fiat currency, electronic
money, or as a payment
instrument.

Money is considered a store of value because it “retains its
purchasing power over time with a good deal of certainty.”65 Of
course, we use other assets—stock, land, patents, art, gold—
to store value. The same is potentially true of bitcoin and other
cryptocurrencies, despite their recent price swings. After all,
unsustainable fiscal and monetary policies can cause a fiat currency
to experience such a high level of volatility and loss of value. Look
at Venezuela. In August 2017, Fortune Magazine stated, “Venezuela’s
real world currency—the bolivar—is worth less than fake gold in
Azeroth, the mythical setting of World of Warcraft.”66
Finally, money is consider a unit of account because we measure the
value of goods and services in terms of money. As long as we can
determine the relationship of the value of a cryptocurrency to the
value of other goods and services for which it is exchanged, then the
cryptocurrency can serve as a unit of account.

Is it money?
From a legal perspective, cryptocurrencies do not presently qualify
as a fiat currency, electronic money, or as a payment instrument.67
Bitcoin and other cryptocurrencies do not meet the strict definition
of legal tender.68 They are not backed by the full faith and credit of
any government. But if cryptocurrencies function as money, should
they nevertheless be regulated as such or at least in a comparable
manner?
The Financial Action Task Force (FATF), an inter-governmental
body established in 1989, defined virtual currency as “a digital
representation of value that can be digitally traded and functions as
(1) a medium of exchange; and/or (2) a unit of account; and/or (3) a
store of value.”69
According to the FATF, virtual currency “does not have legal tender
status . . . in any jurisdiction. It is not issued nor guaranteed by any
jurisdiction, and fulfills the above functions only by agreement within
the community of users of the virtual currency.”70
While FATF chose to use the term “virtual currency,” the definition
effectively applies to cryptocurrencies as well. According to FATF, a
cryptocurrency is simply a math-based, decentralized convertible
virtual currency protected by cryptography. By “convertible,” FATF
means that cryptocurrency has a value that can be determined in fiat
currency and can be exchanged back and forth for fiat currency.
FATF further distinguished centralized from decentralized virtual
currencies such as bitcoin, which are “distributed, open-source,
math-based peer-to-peer virtual currencies that have no central
administering authority and no central monitoring or oversight.”71 In
contrast, under the FATF dichotomy, many of the recent initial coins
offered would be examples of centralized ones:
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Centralized virtual currencies have a single administrating
authority (administrator)—[that is], a third party that controls
the system. An administrator issues the currency; establishes
the rules for its use; maintains a central payment ledger;
and has authority to redeem the currency (withdraw it from
circulation).72
The FATF definition provides a convenient way to differentiate
between fiat currencies and cryptocurrencies:
Virtual currency is distinguished from fiat currency (a.k.a.
“real currency,” “real money,” or “national currency”), which
is the coin and paper money of a country that is designated
as its legal tender; circulates; and is customarily used and
accepted as a medium of exchange in the issuing country. It is
distinct from emoney, which is a digital representation of fiat
currency used to electronically transfer value denominated in
fiat currency.73

Does the distinction
between centralized and
decentralized virtual
currencies warrant different
regulatory approaches?

From a legal perspective, cryptocurrencies do not presently qualify
as a fiat currency, electronic money, or a payment instrument.74
They do not meet the strict definition of legal tender; they are not
backed by the full faith and credit of any government.75 Jay Clayton,
Chairman of the SEC, stated:
Cryptocurrencies purport to be items of inherent value
(similar, for instance, to cash or gold) that are designed to
enable purchases, sales, and other financial transactions.
They are intended to provide many of the same functions as
long-established currencies such as the US dollar, euro, or
Japanese yen but do not have the backing of a government or
other body.76

Is it a commodity?
But if cryptocurrencies function as money, should they be regulated
in a comparable manner? Does the distinction between centralized
and decentralized virtual currencies warrant different regulatory
approaches? Or should regulators consider ICOs that fall within
FATF’s centralized category to be “something else” entirely?
In the United States, for example, the Commodity Futures Trading
Commission (CFTC) considers bitcoin and other comparable virtual
currencies to be commodities under the US Commodities Exchange
Act and the related rules thereunder.77 The CFTC treats bitcoin as
an exempt commodity, putting it in the same category as a precious
metal. To date, the CFTC has not provided any clear delineation as
to which type of coin constitutes a virtual currency and which, a
commodity.
The tokens issued in many ICOs have features very different from
bitcoins and may not easily fall within the FATF definition of virtual
currency. Some ICO-issued tokens give their holders rights to some
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form of future profits and, accordingly, may be the digital equivalent
of equity securities. Some tokens act as digital title to tangible
assets such as real estate. Still others give their holders the right
to participate in projects or businesses—so-called “access tokens”
where the token holders expect to profit in some manner from such
access or participation.

Purchasing an alternative
blockchain token is less
like an investment in
a traditional currency
and more like an equity
investment in a company.

To some extent, many of these alternative blockchain tokens function
less like traditional currencies and more like membership interests
or frequent flyer miles because they only work within a closed
network or business and can only be used for a particular service or
product. However, membership interests and frequent flyer miles, if
transferable at all, are typically subject to transfer restrictions.
In contrast, blockchain tokens are typically freely tradable; and
numerous exchanges have formed for speculators to buy and sell
various cryptocurrencies comparable to traditional foreign exchanges
or securities markets.

Is it a security?
Just as we can see the value of an individual bitcoin tied to the
value of the Bitcoin network, presumably, alternative blockchain
tokens trade at prices based on the perceived value of the platforms
and projects associated with them. In this context, purchasing an
alternative blockchain token is less like an investment in a traditional
currency and more like an equity investment in a company. Jay
Clayton, Chairman of the SEC, stated:

“The White Rabbit as herald,” Lewis Carroll, Alice’s Adventures in Wonderland,
with illustrations by John Tenniel (New York: Macmillan & Co., 1898): 89. No
known copyright restrictions.
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Coinciding with the substantial growth in cryptocurrencies,
companies and individuals increasingly have been using
initial coin offerings to raise capital for their businesses and
projects. Typically, these offerings involve the opportunity for
individual investors to exchange currency such as US dollars
or cryptocurrencies in return for a digital asset labeled as a
coin or token.78
In contrast to bitcoin, which comes into circulation through mining,
tokens or alternative coins (altcoins) may be sponsored by a
developer and introduced to the market through a crowdfunding-type
sale such as an ICO. These cryptocurrencies fall within the FATF’s
centralized virtual currency category. The purposes for conducting
token sales vary, but the goals are typically to raise money by
offering the new token to fairly a large group at a perceived
discount from its potential future value in order to fund projects,
pay developers, and incentivize early adopters. To date, the SEC has
generally taken the view that most, if not all, tokens distributed in
ICOs constitute securities under US law and should be regulated as
such:
These offerings can take many different forms, and the
rights and interests a coin is purported to provide the holder
can vary widely. . . . By and large, the structures of initial
coin offerings that [Chairman Clayton has] seen promoted
involve the offer and sale of securities and directly implicate
the securities registration requirements and other investor
protection provisions of our federal securities laws. Generally
speaking, these laws provide that investors deserve to know
what they are investing in and the relevant risks involved.79
The SEC Chairman also clarified that, even though “[it] has been
asserted that cryptocurrencies are not securities and that the offer
and sale of cryptocurrencies are beyond the SEC’s jurisdiction,” the
SEC still has a responsibility:

For the moment,
the classification of
cryptocurrencies remains a
contentious subject.
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[J]ust as the SEC has a sharp focus on how US dollar, euro,
and Japanese yen transactions affect our securities markets,
we have the same interests and responsibilities with respect
to cryptocurrencies. This extends, for example, to securities
firms and other market participants that allow payments to
be made in cryptocurrencies, set up structures to invest in
or hold cryptocurrencies, or extend credit to customers to
purchase or hold cryptocurrencies.80
For the moment, the classification of cryptocurrencies remains a
contentious subject. Some cryptocurrencies can be used as a method
of payment, some may function as commodities, and some may
resemble securities-like investments. What is clear is that, when
regulators cannot agree on what a cryptocurrency is, they will not
likely develop a rational regulatory regime.
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Do or should existing laws apply to blockchain
technology?
By identifying instances in which a blockchain application represents
a new medium for conducting business rather than an entirely new
activity, regulators can logically determine the extent to which the
existing regulatory environment is suitable. Every new medium raises
complex legal questions, the most fundamental of which is whether
regulators should apply existing laws designed for prior media to the
new medium as well.
For example, in 2013, the Financial Crimes Enforcement Network
(FinCEN) under the US Department of the Treasury issued
interpretive guidance to clarify the applicability of the regulations
implementing the Bank Secrecy Act (BSA) to persons creating,
obtaining, distributing, exchanging, accepting, or transmitting
virtual currencies.81 FinCEN defines fiat currency as “the coin and
paper money of the United States or of any other country that
[i] is designated as legal tender and that [ii] circulates and [iii] is
customarily used and accepted as a medium of exchange in the
country of issuance.”82

Every new medium raises
complex legal questions,
the most fundamental of
which is whether regulators
should apply existing laws
designed for prior media to
the new medium as well.

FinCEN’s definition of virtual currency as a medium of exchange,
which operates like a currency in some environments but lacks
all the attributes of real currency, resembles that of the FATF.
FinCEN defines money transmitter as a person who provides money
transmission services or engages in the transfer of funds and money
transmission services as “the acceptance of currency, funds, or
other value that substitutes for currency from one person and the
transmission of currency, funds, or other value that substitutes for
currency to another location or person by any means.”83
FinCEN also defines convertible virtual currency using the FATF
approach: a user who obtains convertible virtual currency and uses it
to purchase real or virtual goods or services is not a money services
business (MSB), but an administrator or exchanger who (1) accepts
and transmits a convertible virtual currency or (2) buys or sells
convertible virtual currency for any reason is a money transmitter.
According to the FinCEN guidance, its “definition of a money
transmitter does not differentiate between real currencies and
convertible virtual currencies. Accepting and transmitting anything
of value that substitutes for currency makes a person a money
transmitter under the regulations implementing the BSA.”84 As a
result, an MSB must comply with US anti-money laundering and
counter-terrorist financing regulatory requirements under the
BSA. If an MSB is a US person, then the MSB must also comply
with prohibitions of the Office of Foreign Assets Control regarding
specially designated nationals or blocked persons.
While virtual currencies may constitute a new medium for paying
for goods or services, FinCEN had no trouble applying the same
money transmitter rules to convertible virtual currencies as to fiat
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currencies. To the extent that a virtual currency serves the same
function as a fiat currency, and parties are using it in the same way
for the same purpose, then why shouldn’t some regulations that
apply to fiat currency also apply to virtual currency?

When exactly is a
cryptocurrency the
equivalent of a fiat currency
and not a commodity?
When is it a commodity?
When is it a security? When
is it none of the above?

That seems reasonable, but when exactly is a cryptocurrency the
equivalent of a fiat currency and not a commodity? When is it a
commodity? When is it a security? When is it none of the above?
The problem created by the FinCEN guidance is not so much that it
treats convertible virtual currencies as fiat currencies for purposes
of the BSA. Rather, the problem is that, in a complex US regulatory
environment, all the relevant regulators did not work together to
provide clear and comprehensive guidance for answering those
questions and determining when a cryptocurrency is subject to one
set of regulatory requirements or another.

Will existing laws have the same effect on new
technology?
Just because policymakers can make existing laws work for
blockchain applications does not mean that they should. In the
interim, applying existing laws may be expedient or even necessary,
especially where regulators need more time to study these
innovations. Because new blockchain technologies evolve rapidly,
often in unexpected ways, policymakers may not be able to answer
this question without observing the new technology in action over
time.
Consider how the SEC has been grappling with the booming ICO
market. According to the US Securities Act of 1933:
The term “security” means any note, stock, treasury stock,
security future, security-based swap, bond, debenture,
evidence of indebtedness, certificate of interest or
participation in any profit-sharing agreement, collateraltrust certificate, preorganization certificate or subscription,
transferable share, investment contract, voting-trust
certificate, certificate of deposit for a security, fractional
undivided interest in oil, gas, or other mineral rights, any put,
call, straddle, option, or privilege on any security, certificate
of deposit, or group or index of securities (including any
interest therein or based on the value thereof), or any put,
call, straddle, option, or privilege entered into on a national
securities exchange relating to foreign currency, or, in general,
any interest or instrument commonly known as a “security,”
or any certificate of interest or participation in, temporary or
interim certificate for, receipt for, guarantee of, or warrant or
right to subscribe to or purchase, any of the foregoing.85
Let’s focus on the reference to investment contract, not defined
separately in the Securities Act of 1933. Instruments that,
because of their terms or unique features, do not fall within the
straightforward elements of the security definition may be deemed
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an investment contract, and so we must look at legal precedents and
SEC pronouncements for guidance on what the SEC considers an
investment contract.

The Howey test
The most common interpretation comes from a seminal US Supreme
Court case, SEC v. WJ Howey Co.86 In Howey, a promoter offered
tracts in a citrus grove coupled with a ten-year service contract
under which an affiliate of the promoter would cultivate the groves
and harvest and market the fruit. Upon full payment, title to the land
would be conveyed to the purchasers. The service company received
a specified fee plus the cost of labor and materials as well as full
discretion and authority over cultivation, harvesting, and marketing.
The company was accountable for an allocation of net profits to the
purchasers of grove tracts following harvest.

Just because something is
called a cryptocurrency or
described as a token does
not automatically mean
that it is not a security.

The Court concluded that the arrangement constituted an investment
contract, defined as “a contract or scheme for ‘the placing of capital
or laying out of money in a way intended to secure income or profit
from its employment.’”87 In Howey, the Supreme Court identified
four factors (often referred to as the Howey test) that, if present,
would suggest the existence of an investment contract and, thus, a
security: (i) an investment of money, (ii) in a common enterprise,
(iii) with an expectation of profits, (iv) to be derived solely from the
efforts of others.88
Importantly, as stated by the Supreme Court, the Howey test
“embodies a flexible rather than a static principle, one that is
capable of adaptation to meet the countless and variable schemes
devised by those who seek the use of the money of others on the
promise of profits.”89 In a subsequent decision, the Supreme Court
elaborated, stating, “In searching for the meaning and scope of the
word ‘security’ . . . form should be disregarded for substance and
the emphasis should be on economic reality.”90 In other words, just
because something is called a cryptocurrency or described as a token
does not automatically mean that it is not a security.
The Howey Court noted that, although the Securities Act does not
provide a definition for the term “investment contract,” other courts
have construed the term broadly by favoring the substance of the
transaction over its form and emphasizing its economic reality.
Subsequent court decisions as well as the SEC have applied the
Howey test to determine whether an arrangement, agreement, or
understanding is an investment contract under the Securities Act.

The DAO
In July 2017, the SEC reported on its first investigation of an ICO
involving “the DAO,” a decentralized autonomous organization formed
by German company Slock.it. The DAO’s chief technology officer
described it as a for-profit entity: buying its tokens was comparable
to buying shares in a company and receiving dividends.91
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To raise capital, the DAO conducted a public ICO in which it sold its
tokens, called TheDAO. These tokens provided holders with both
voting and ownership rights. A team referred to as curators would
screen, select, and submit potential projects to TheDAO token
holders who would vote whether to fund the proposed projects.
Token holders would also be entitled to vote whether to reinvest any
profits from funded projects in new projects or to distribute profits
to token holders. They could also potentially receive a return by
selling their tokens through various web-based secondary-trading
platforms.92
In its analysis, the SEC applied the Howey test to the DAO and
determined that TheDAO tokens constituted an investment contract
and, thus, a security under the Securities Act.93 The DAO did not
create its own blockchain. Instead, it was intended to run on top
of Ethereum. The SEC also noted that, after the DAO was hacked
in June 2016, its creators hardforked the Ethereum blockchain and
enabled token holders to reclaim their funds.94 The DAO contract was
effectively unwound.95

Munchee Inc.
SEC found that Munchee’s
token sale constituted a
securities offering and
that, because Munchee
neither filed a registration
statement nor qualified
for an exemption from
registration, it was in
violation of US federal
securities laws.

In December 2017, the SEC did more than report on a particular
ICO: it took action, initiating a cease-and-desist proceeding against
Munchee in connection with its sale of digital tokens to raise capital
for its blockchain-based food review platform.96 Munchee created
a mobile app for users to review restaurants and post photos in
exchange for digital MUN tokens. Again using the Howey test, the
SEC found that Munchee’s token sale constituted a securities offering
and that, because Munchee neither filed a registration statement nor
qualified for an exemption from registration, it was in violation of US
federal securities laws.
In the Munchee order, the SEC repeated what it said in the DAO
report: “Tokens, coins, or other digital assets issued on a blockchain
may be securities . . . and if they are securities, issuers and others
who offer or sell them in the United States must register the offering
and sale with the Commission or qualify for an exemption from
registration.”97
Munchee sought to raise about $15 million in ether by selling 225
million tokens out of the 500 million total tokens created by Munchee.
Munchee said it would use the tokens it kept to support its business,
including by paying rewards in the Munchee app with its tokens,
paying its employees and advisors with tokens, and facilitating
advertising transactions in the future.
In its white paper describing its business and tokens, Munchee said
that it would run its business in ways that would cause token value
to appreciate.98 It would use the proceeds from the ICO to build an
“ecosystem” that would create demand for its tokens and make the
tokens more valuable. Munchee intended to revise the Munchee app
so that people could buy and sell services using tokens. Munchee
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also planned to recruit “partners” such as restaurants willing to sell
meals in exchange for tokens.

Munchee and its agents
targeted the marketing
of the token offering to
people with an interest
in cryptocurrencies and
tokens that had in recent
years created profits for
early investors in ICOs.

In its white paper, Munchee also stated that it would work to
ensure that the token holders would be able to sell their tokens
on secondary markets, stating that it would ensure that its tokens
available on a number of cryptocurrency exchanges in multiple
jurisdictions. Munchee also stated that its tokens would be available
for trading on at least one US-based exchange within 30 days of the
conclusion of the ICO. Finally, Munchee stated that it would buy or
sell tokens using its retained holdings in order to ensure there was a
liquid secondary market in the tokens.
Like many token issuers, Munchee maintained that its token was a
“utility token,” not a security. In its white paper, it referred to the
SEC’s DAO report and stated that it had conducted its own “Howey
analysis” and determined that, as currently designed, the sale of its
utility tokens did “not pose a significant risk of implicating federal
securities laws.”99
The SEC rejected this conclusion. It noted that Munchee made
public statements or endorsed other people’s public statements that
touted the opportunity to profit by acquiring tokens. Munchee and its
agents targeted the marketing of the token offering to people with
an interest in cryptocurrencies and tokens that had in recent years
created profits for early investors in ICOs.
The SEC concluded that investors reasonably expected they would
profit from any rise in the value of Munchee’s tokens created by
the revised Munchee app and by Munchee’s ability to create an
“ecosystem”—for example, the system described in the ICO where
restaurants would want to use Munchee tokens to buy advertising
from Munchee or to pay rewards to app users, and where app users
would want to use tokens to pay for restaurant meals and would want
to write reviews to obtain additional tokens.100
In the eyes of the SEC, investors’ profits would be derived from
the significant entrepreneurial and managerial efforts of others—
specifically Munchee and its agents—who were to revise the Munchee
app, create the ecosystem that would increase the value of Munchee
tokens (through both an increased demand for tokens by users and
Munchee’s specific efforts to cause appreciation in value, such as by
burning tokens), and support secondary markets. Investors had little
choice but to rely on Munchee and its expertise.
At the time of the ICO, purchasers could not actually use Munchee
tokens. The Munchee platform was not yet operational. Buyers of
tokens could either hold their tokens and wait for the platform to
become operational or sell them to third parties. To the SEC, this
looked like a pooled investment in which investors were taking
on collective enterprise risk. Perhaps one of the most important
statements in the Munchee order is the following:
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“Tweedledum and Tweedledee,” Lewis Carroll, Alice’s Adventures in Wonderland,
with illustrations by John Tenniel (New York: Macmillan & Co., 1898): 137. No
known copyright restrictions.

Even if MUN tokens had a practical use at the time of the offering,
it would not preclude the token from being a security. Determining
whether a transaction involves a security does not turn on labeling—
such as characterizing an ICO as involving a “utility token”—but
instead requires an assessment of “the economic realities underlying
a transaction.”101

The SEC believed
that Munchee primed
purchasers’ reasonable
expectations of profit
through statements on
blogs, podcasts, and
Facebook that talked about
profits.

For all of the above reasons, the SEC determined, “Purchasers
reasonably would have viewed the MUN token offering as an
opportunity to profit,” whether they used the Munchee app or
otherwise contributed to the Munchee platform.102 Investors’
expectations were primed by Munchee’s marketing of the ICO.
The SEC believed that Munchee primed purchasers’ reasonable
expectations of profit through statements on blogs, podcasts, and
Facebook that talked about profits.
Had Munchee’s marketing not focused so explicitly on prospective
investors and the future profit and investment potential of the tokens
rather than on app users, advertisers, and the token’s utility in
Munchee’s ecosystem, the outcome might have been different.
We are sympathetic to the SEC’s position. Unlike the DAO, Munchee
was US-based—no one questioned the SEC’s assertion of jurisdiction
over Munchee—and the SEC could not ignore how Munchee marketed
its tokens. However, to reach this outcome, the SEC glossed over
another aspect of the Howey test.
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The exception to the Howey test
In United Housing Found, Inc. v. Forman, a Supreme Court case that
came after the Howey decision, the Court defined profit of the Howey
test as either
[C]apital appreciation resulting from the development of
the initial investment . . . (sale of oil leases conditioned
on promoters’ agreement to drill exploratory well), or a
participation in earnings resulting from the use of investors’
funds . . . (dividends on the investment based on savings and
loan association’s profits).103
In that case, the Court distinguished other scenarios noting, “By
contrast, when a purchaser is motivated by a desire to use or
consume the item purchased—‘to occupy the land or to develop it
themselves,’ as the Howey Court put it, . . . the securities laws do
not apply.”104

Investors purchase
securities “not with an
eye toward personal use
or consumption of the
underlying interest . . . but
rather for the purpose of
acquiring an interest in a
profit-making venture.”

So if a token purchaser’s primary motivation in acquiring a token is
to spend it on goods and services that can only be acquired with the
token, then does it matter whether that purchaser also expects the
token to appreciate in value? Many tokens sold in ICOs are ultimately
intended to be consumed, that is, spent like bitcoin and fiat currency.
As indicated in United Housing Found v. Forman, the mere existence
of a profit motive does not automatically make the proposed
transaction a security. Rather, a purchaser’s profit expectation must
be the predominate motivation for the purchase.105 As the Supreme
Court stated,
What distinguishes a security transaction—and what is absent
here—is an investment where one parts with his money in the hope
of receiving profits from the efforts of others, and not where he
purchases a commodity for personal consumption or living quarters
for personal use.106
In other words, investors purchase securities “not with an eye toward
personal use or consumption of the underlying interest . . . but
rather for the purpose of acquiring an interest in a profit-making
venture.”107 In the Munchee order, the SEC did not address the
consumption purpose of MUN tokens.
The SEC was likely more concerned with protecting individual
investors and preserving the integrity of U.S. securities markets. Had
neither the DAO nor Munchee sold tokens as a means to raise capital,
the SEC would not have had a potential role to play.
Where a cryptocurrency is the sole means by which users can access
a blockchain platform and obtain (purchase) goods and services,
that cryptocurrency has features similar to bitcoin and other virtual
currencies. However, when the creator of that cryptocurrency initially
sells it to fund development or completion of that platform, any early
purchaser of that cryptocurrency takes on enterprise risk that the
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platform will never be completed and the cryptocurrency will never
be useable and, as a result, have no future value.

A cryptocurrency or token
is unique and can act like
a currency, a commodity,
a security, or some
combination of the three.

If we had examples of instruments used simultaneously as a
currency and as a security, then we would have regulatory
precedents to apply. But we don’t. Not yet. We do have many
examples of pooled vehicles created for investing in one or more
currencies. But those vehicles ultimately involve the issuance of
securities held as a speculative investment based on the value of the
underlying currencies.

Will the SEC’s determinations help or harm us?
Notwithstanding the valid public policy and regulatory concerns
of the SEC, have the SEC’s determinations to date with respect to
ICOS been helpful or harmful? A cryptocurrency or token is unique.
Depending on its characteristics, how it is being used, and who is
using it, it acts like a currency, a commodity, a security, or some
combination of the three.
If the SEC insists on pushing most token offerings into a securities
law bucket, this will represent a failure to recognize all the ways
cryptocurrencies are being and will be used. It also fails to recognize
that cryptocurrencies may present a completely new way of raising
capital that, although subject to some form of regulation, should not
be treated as traditional securities offerings.
When regulators simply apply existing regulatory regimes to what
could be new paradigms, we are likely to have unintended outcomes,
particularly that negatively skew how new technology rolls out. How
we develop and use cryptocurrencies should tell us that we cannot
and should not force them into an existing regulatory regime if that
regime is not sufficiently flexible and robust to address the new and
unique attributes of cryptocurrencies.

Any time officials propose
new laws and regulations,
they ought to conduct
a rigorous cost/benefit
analysis to understand the
object of potential new
regulation.
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Equally, the regulatory responsibility is often bifurcated among
multiple regulatory bodies, as it is in the United States; individual
regulatory bodies ought not step headfirst into new technologies such
as blockchain without carefully coordinating with the other regulators
who may legitimately have an interest and be more appropriately
suited to play a role.

What are the costs and benefits of new or special
regulation?
Any time officials propose new laws and regulations, they ought to
conduct a rigorous cost/benefit analysis to understand the object of
potential new regulation. More often, however, little is known about
the new, rapidly evolving technology or industry. Issuing specific or
new rules based on hypotheses about their future increases the risk
of creating a bad law or rules much worse than those issued after
such analysis.
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Global consensus and
coordination among
regulators are critical.

Instead of providing clarity, premature rulemaking can actually
create a significant lack of clarity for emerging industries, particularly
where poorly thought out or unimaginative rules result in multiple
judicial challenges. When the market must spend resources
attempting to predict which rules will likely survive and which will
be overturned, the regulatory outcome will be more uncertainty, not
less. At the very least, informal processes may be the best approach,
giving regulators time to conduct helpful cost/benefit analyses prior
to implementing new, formal rules.

Whose law should apply?
Regardless of whether policymakers decide to apply existing
regulations, or modify them, or implement new ones, the only way
to avoid failure and unintended consequences is to understand
the seamless nature of blockchain applications and their ability to
transcend traditional boundaries. Global consensus and coordination
among regulators are critical.
Where human activity is global, history shows us that effective
global regulatory approaches typically require governmental
and institutional cooperation and supranational implementation.
Coordinating bodies, either formed or endorsed by multiple
governments, may be more appropriate and effective in regulating
borderless technologies.
Blockchain communities have no geographic boundaries, and the
location of participants may be unavailable. Criteria for defining
membership and the boundaries of governance are unavailable
for many blockchain applications. The power to control activity
in cyberspace—particularly with the anonymity supported by
blockchains—has a tenuous connection to the physical location of
participants.

The power to control
activity in cyberspace has
a tenuous connection to
the physical location of
participants.
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Questions such as the extent of disclosure required to offer goods or
services, the types of behaviors that constitute actionable “fraud,”
or the conditions under which parties can rescind a transaction are
examples of the issues that arise daily in global commerce. The world
has a rich jurisprudence for dealing with these types of conflicts
of law. But regulators will need to determine whether the existing
approaches for resolving legal conflicts will continue to work in the
world of blockchain. In any case involving cyber activity, complex
fundamental questions arise as to how to determine both the location
of the participants and the various jurisdictions “touched” by the
cyber activity.
Some have expressed concern that blockchain ecosystems will give
rise to legal uncertainty due to the inability to enforce contractual
relationships. Some argue there may be no central administering
authority to decide a dispute, no obvious defendant, or no ability to
enforce a court judgment or arbitration award in a transaction on the
blockchain.
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Parties can include dispute
resolution arrangements
in smart contracts as
they would in traditional
contractual relationships.

Are these concerns valid? No, we have a rich and robust history
under conflicts of laws principles that provide guidance as to which
jurisdictions laws apply to a particular activity or circumstances and
how such determination is made. In many cases, the starting point
as a matter of contract law is the agreement between transacting
parties, specifically which jurisdiction’s laws they want to apply to
their relationship. Moving to a blockchain ecosystem that relies on
smart contracts does not change this matter. Parties agreeing to use
smart contracts will continue to have the ability to elect a governing
law and to submit voluntarily to the jurisdiction of the courts of a
particular country.
Parties can include dispute resolution arrangements in smart
contracts as they would in traditional contractual relationships.
We recognize that the automated execution of smart contracts
is intended to ensure performance without resorting to courts.
However, as much as some believe that properly designed smart
contracts will eliminate unanticipated contingencies, we remain
skeptical of the code’s or the coder’s ability to obviate contractual
disputes.

A modest proposal: Follow these
regulatory principles
We must always clearly identify the primary rationale for regulation.
We can use our experience with regulation of the Internet and
financial innovation to understand what has worked and what has
not. To a significant extent, the same rationale is relevant for the
blockchain:

»» Improve data gathering and sharing
»» Fill newly exposed or created regulatory gaps
»» Incentivize strong corporate stewardship beyond regulatory
requirements

»» Enhance agency expertise and coordination
We must always clearly
identify the primary
rationale for regulation.

»» Provide for regulatory adaptability and flexibility
»» Achieve substantial, diverse stakeholder involvement
»» Maximize international collaboration among regulators
»» Minimize interagency turf wars among regulators.
At times, regulation may be a critical component for creating the
right kind of environment for technology to advance. For example,
there is no sure answer to, “Is this cryptocurrency a security, a
commodity, a currency, or something else?” Without regulatory
certainty, we cannot easily identify whether and how a particular

49

© 2018 BLOCKCHAIN RESEARCH INSTITUTE

THE LION, THE UNICORN, AND THE CROWN

cryptocurrency is regulated, how it may be used, distributed, or
traded, who is entitled to buy it, how it is taxed, which legal rights it
gives its holders, or who may be accountable when problems arise.
Such unknowns, when combined with the potential to unknowingly
cross-regulatory lines, can impede the deployment and adoption of
new technologies.
Circumstances where a market needs regulatory clarity and certainty
to grow and survive serve as a strong rationale for regulatory action,
as long as it is done in the right way.

Match as best as possible regulatory implementation
to technology evolution

When an economy or a
society is undergoing
rapid change, traditional
regulatory approaches do
not work.

According to MIT professors Erik Brynjolfsson and Andrew
McAfee, we are fast approaching “an inflection point in the history
of our economies and societies because of digitization. It’s an
inflection point in the right direction—bounty instead of scarcity,
freedom instead of constraint—but one that will bring with it
difficult challenges and choices.”109 Among them will be regulatory
implementation.
When an economy or a society is undergoing rapid change, resulting
in conditions of high uncertainty, traditional regulatory approaches
do not work. Environments in which facts are unclear and evolving

“Who are you?” said
the Caterpillar.” Alice
replied, rather shyly,
“I—I hardly know, sir,
just at present—at
least I know who I
was when I got up
this morning, but I
think I must have
been changed several
times since then.”108

“The caterpillar addressing Alice,” Lewis Carroll, Alice’s Adventures in
Wonderland, with illustrations by John Tenniel (New York: Macmillan & Co., 1898):
38. No known copyright restrictions.
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create a constantly moving target that can remain beyond the ability
of regulators to understand and manage. Technology that evolves
as quickly and as unpredictably as the blockchain renders rigid
regulations obsolete as soon as they have been issued. Timing is thus
a crucial element because it is axiomatic that technological change
happens faster than social change and regulatory responses.

At times, a wait-andsee approach may make
sense and may be the only
feasible approach.

As we enter what Brynjolfsson and McAfee call “a second machine
age,” they “hope that regulation . . . will not be stifling.”110 They
foresee “a continued patchwork of regulations in many areas” but
believe that policymakers should “try to reduce the regulatory
burden” on entrepreneurs.111
At times, a wait-and-see approach may make sense and may be
the only feasible approach. Where we simply cannot anticipate the
direction of a new industry or technology, we may want or even need
to allow the new industry or technology to develop organically. Of
course, such an approach, if followed too long, can have negative
consequences ranging from lack of adequate public protection to
environmental externalities. The SEC, for example, has acted in the
interest of small investors in the overheated ICO space.
On the flip side, a garden untended for too long allows for
undesirable norms and business practices to take root. At this point,
rulemaking may not easily eradicate or reverse norms and practices.
A watchful, incremental approach can potentially strike the right
balance between premature action and acting too late to avert harm.
Harvard Business School professors Marco Iansiti and Karim R.
Lakhani argue that blockchain is a foundational technology, rather
than a disruptive technology. By that, they mean that the blockchain
has the potential to provide a new foundation for our economic and
social systems; and, although the impact will be enormous, it will
take decades for blockchain to underpin our economic and social
infrastructure.112 In contrast, they borrow from their colleague
Clayton Christensen’s definition of a disruptive technology as one
that can attack a traditional business model with a lower-cost
solution and overtake incumbent firms quickly.113
Iansiti and Lakhani assert that the adoption of foundational
technologies typically happens in four phases and that each phase is
defined by the novelty of the applications and the complexity of the
coordination efforts needed to make them workable:

»» Users initially adopt single-purpose applications that are low in
novelty and complexity such as Overstock.com’s acceptance
of bitcoin payments. Iansiti and Lakhani draw parallels
between blockchain and TCP/IP development:

Just as email enabled bilateral messaging, bitcoin enables
bilateral financial transactions. The development and
maintenance of blockchain is open, distributed, and shared—
just like TCP/IP’s. A team of volunteers around the world
maintains the core software. And just like email, bitcoin
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first caught on with an enthusiastic but relatively small
community.114

»» Substitute applications are the next to gain traction. These

are not particularly novel but require coordination such as the
use of Ripple to execute cross-border payments.

»» Then localized applications develop, where whole industries

adopt such practices as Walmart’s permissioned blockchain
for food provenance (though such an effort will require much
coordination).

»» Applications high in novelty and complexity such as self-

executing smart contracts take decades to evolve, as will the
knowledge required to use them and the expertise required to
create and audit them. TCP/IP took 30 years to move through
these phases to reshape the economy and society. Iansiti and
Lakhani note:

Blockchain technology may
follow a developmental
path similar to that of the
Internet, but it may do so
at a much faster pace than
many predict.

Today more than half the world’s most valuable public
companies have Internet-driven, platform-based business
models. . . . Physical scale and unique intellectual property
no longer confer unbeatable advantages; increasingly, the
economic leaders are enterprises that act as “keystones,”
proactively organizing, influencing, and coordinating
widespread networks of communities, users, and
organizations.115
Iansiti and Lakhani’s four phases can help regulators to anticipate
how blockchain technologies will develop. Regardless of whether
we characterize blockchain as disruptive or foundational—and that
may be a false dichotomy—the development of regulation should
track with the development of the technology, neither getting too
far ahead nor lagging too far behind. Blockchain technology may
follow a developmental path similar to that of the Internet, but it may
do so at a much faster pace than many predict. Regulators cannot
afford to underestimate the speed, the force, or the breadth of this
development.

Focus on buy-in and identify new ways to achieve
existing goals
The blockchain and its applications are likely to allow us to achieve
preexisting goals in new ways that require us to rethink the way
certain activities are regulated. Regulations are typically premised on
preexisting assumptions as to the context in which those regulations
will operate. New technologies and new methodologies arising from
those technologies, even when unrelated to existing regulations, may
have significant and unexpected impacts on how those regulations
operate and are enforced. The Internet unlocked new economic value
by dramatically lowering the cost of connections.
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Similarly, the blockchain will change ways transactions are completed
and will result in a reallocation of transaction costs. As the blockchain
becomes the new system of record for transactions, blockchainbased solutions will grow in influence and control and result in an
economy-wide radical shift. Regulations that are premised on certain
approaches and embedded costs will need to be redesigned.

As the blockchain becomes
the new system of
record for transactions,
blockchain-based solutions
will grow in influence and
control and result in an
economy-wide radical shift.

Regulatory responses, particularly those to promote marketplace
buy-in, must identify the actors and aspects of the preexisting
commerce, data management, financial systems, and so forth that
blockchain technology could disintermediate. Regulations premised
on the ongoing participation of such actors must be reexamined.
Either those actors would need to be incentivized to continue to
perform regulatory significant activities or alternative forms of
regulation would need to be explored.
Market supervisors would be wise to determine whether new
microstructures or new institutions could fill the vacuum created
by new ways of engaging in activities on the blockchain that make
certain actors or methods of interaction obsolete. The European
Parliament suggested using permissioned blockchains for existing
systems and structures, effectively maintaining the role and power
of existing intermediaries by providing the basic functionality of
blockchains without full decentralization and transparency.116

Target the use and the user, not the blockchain itself
When thinking about blockchain regulation, we need to distinguish
upfront between regulation of the blockchain itself and regulation
of applications (such as cryptocurrencies) that utilize blockchain
technology. The blockchain pushes the ability to develop and use
applications to the ultimate user. Because applications will drive
blockchain usage, they should also drive legal analysis, and so
policymakers should always begin with the application, how it is used,
and who will use it.

The chameleon-like
characteristics of many
cryptocurrencies should
tell us that a one-sizefitsall
regulatory approach simply
cannot work.

From a legal standpoint, it may be a function of a particular
blockchain application that is at issue, not necessarily the blockchain
protocols themselves. Policymakers should focus on users and how
they are harmed or helped by blockchain applications. Such an
approach should help regulators to identify and analyze the social
costs and benefits derived from blockchain applications.
Bitcoin is a perfect example. It has many different uses that, in
turn, touch many types of users. Fundamentally, depending on
who is using bitcoin and why, it may function as a form of payment
comparable to fiat currency, it may act as a type of speculative
investment, or it may fuel the core functioning of an application. The
chameleon-like characteristics of many cryptocurrencies should tell
us that a one-sizefitsall regulatory approach simply cannot work.
For example, US securities laws apply different regulatory
approaches depending on who is buying and selling a security. As a
policy matter, regulations provide a greater level of protection for
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individual investors, since large institutional investors presumably
can undertake more sophisticated investment analyses and absorb
greater economic risk.
On the other hand, regulators apply more scrutiny to institutional
investors with respect to market manipulation. Individuals are
unlikely to have sufficient economic clout to raise the same levels
of concern. As a policy matter, brokers and exchanges have special
regulatory responsibilities to help assure the safety and soundness of
securities markets.

Use a flexible, yet strong (even threatening) approach

They were running hand in hand, [Alice and the Queen,] and the
Queen went so fast it was all [Alice] could do to keep up with her;
and still the Queen kept crying, “Faster! Faster!” Alice felt she could
not go faster. . . . However fast they went, they never seemed to
pass anything.117

Just as Alice and her
fellow players could never
get ahead, so too will the
world’s regulators remain
just behind the advance
of blockchain and related
technologies.
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“‘Faster! Faster!’ cried the Queen,” Lewis Carroll, Through the Looking Glass: and
What Alice Found There, with illustrations by John Tenniel (London: Macmillan &
Co., 1872): 41. No known copyright restrictions.

Figuring out how to regulate a rapidly evolving technology is
like the Red Queen’s race. Just as policymakers think they have
figured out the right approach to regulating the complex interplay
among innovations, industries, players, products, business models,
and market practices, everything morphs again and the newly
implemented regulations are again out of alignment. Just as Alice
and her fellow players could never get ahead, so too will the world’s
regulators remain just behind the advance of blockchain and related
technologies. In that sense, regulatory reach is always beyond the
regulator’s grasp of a technology.
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Some have argued that the best regulatory approach in this type of
environment may be the use of regulatory threat, that is, the threat
to enact new laws or impose new regulations. Regulatory threats
take the form of warning letters, interpretations, reports such as the
SEC’s investigation of the DAO, speeches by the heads of regulatory
bodies, private meetings with potentially regulated parties, and
enforcement actions such as the SEC’s against Munchee.118

Combining a wait-andsee approach with the
occasional regulatory
threat may give regulators
time learn about new
technologies while
selectively intervening to
protect the public.

Tim Wu divides industries into two states, stable and dynamic, and
argues that regulatory threat works better in the latter case: “In
a stable industry, business models are relatively settled, and the
facts relevant to regulation are therefore likely clearer. Conversely,
in a dynamic industry, the agency confronts what economists call
conditions of ‘high uncertainty,’” where identifying alternative future
states with a quantifiable level of probability is difficult.119 Wu notes,
What creates a dynamic industry is some kind of external
shock to an existing industry. . . . Given such a shock, the
industry’s business models begin to change, and the future
shape or function of the industry may be difficult to predict. It
is under such conditions that threat regimes are more justified
and, indeed, attractive.120
Combining a wait-and-see approach with the occasional regulatory
threat may give regulators time to gather facts and feedback,
undertake necessary cost/benefit analyses, and learn about new
technologies while selectively intervening to protect the public. It
may also allow regulators to overlay a level of public policy on the
development of norms and practices without implementing rules that
may not make sense or be sufficiently flexible for a new and rapidly
evolving technology.
Selective regulatory threats can serve as pilot programs for
eventual rulemaking. They may initiate beneficial public debate
not possible through formal rulemaking processes dominated by
lawyers and lobbyists. At times, regulatory threats may result in
the establishment of industry norms and practices and eliminate

Table 2: Examples of external shocks
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Type

Example

Disrupted

Disruptive innovation

Commercialization of the
Internet

Government postal service,
telephone service, traditional
media sources

Unexpected market entry

Amazon.com in retail

Bricks-and-mortar retail

Unprecedented business model

Uber’s ridesharing, Airbnb’s room
sharing

Taxi service, hotel industry
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the need for permanent rulemaking. More likely, however, such
norms and practices will most likely represent interim rather than
permanent solutions.

Generally, the role of
regulatory threat is likely to
be limited.

Generally, the role of regulatory threat is likely to be limited.
It cannot serve to allow regulators to do informally what they
lack formal regulatory authority to undertake. Threats without
appropriate statutory or delegated authority are nothing more than
abuses of power.121

Play in the sandbox
A regulatory sandbox is a testing ground for new business models
not governed by current regulation or supervised by regulatory
institutions. The purpose of the sandbox is to adapt compliance with
strict appropriate regulations to the growth and pace of the most
innovative new technological developments without smothering them
prematurely.
The UK Financial Regulatory Authority launched a regulatory sandbox
in 2015 so that firms could

»» Test products and services in a controlled environment
»» Reduce time to market at lower costs
»» Identify appropriate consumer protection safeguards
»» Gain better access to finance.122
Thus far, several firms have used this sandbox to test distributed
ledger technology. It “was the most popular technology employed
across the first two cohorts with 17 firms utilizing the technology in
some way.”123 The majority of these sandbox firms were electronic
money or payments institutions, a number of which tried to “facilitate
cross-border payments, with models differing significantly from
traditional and peer-to-peer money remittance companies.”

Regulatory sandboxes
can be an extremely
helpful tool for observing
how innovators might
use highly disruptive and
unpredictable technologies.

One firm experimented with an intermediary cryptocurrency to
transfer funds from British sterling to South African rand and was
able to reduce transaction time to as little as two minutes.124 Another
firm tested whether private limited companies could represent and
manage their shares and corporate governance digitally, thereby
minimizing associated legal costs. Still another emulated “the normal
issuance process for a short-term debt instrument” without the
typical registrars and nominees.125
Regulatory sandboxes are not always appropriate and should be
used judiciously. However, they can be an extremely helpful tool
for observing how innovators might use highly disruptive and
unpredictable technologies.
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Collaborate internationally and coordinate national
agencies
“I don’t think they play at all fairly,” Alice began, in rather a
complaining tone; “and they all quarrel so dreadfully one can’t
hear one’s self speak—and they don’t seem to have any rules in
particular; at least, if there are, nobody attends to them.”126

“‘Off with her head!’ screamed the Queen,” Lewis Carroll, Alice’s Adventures in
Wonderland, with illustrations by John Tenniel (New York: Macmillan & Co., 1898):
68. No known copyright restrictions.

Following the 2008 financial
crisis, global regulators
collaborated to reform
derivatives markets on a
global basis.

Following the 2008 financial crisis, global regulators collaborated to
reform derivatives markets on a global basis. In 2009, the members
of the G20 agreed to a set of common regulatory principles for
derivatives that addressed the reporting, use and means of trading
derivatives. Core to the G20 agreement was a requirement that
governments work to harmonize derivatives regulations.
The Dodd-Frank requirements relating to swaps regulated by the
CFTC apply to activities outside the United States that either:
(a) have a direct and significant connection with activities in, or
effect on, commerce in the United States; or (b) contravene CFTC
rules intended to prevent evasion of US requirements.127 EU swap
regulations are similar, thus setting the stage for potential conflicts.
Given the global nature of derivatives markets, the United States,
the European Union, and other G20 countries recognized the notion
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of substitute compliance. To a certain extent in their respective
derivatives regulations, they have enabled a financial institution
operating in multiple markets to comply with the derivatives
regulatory requirements of one country rather than multiple ones,
where the appropriate regulator has determined that the regulations
of the different jurisdictions are substantially comparable.

The G20 initiative
demonstrated that a
level of global regulatory
harmonization is indeed
possible.

This system is not perfect and has by no means resolved all
existing or potential future regulatory conflicts. Nevertheless,
the G20 initiative demonstrated that a level of global regulatory
harmonization is indeed possible. There is no reason for not taking a
global approach to many blockchain applications.
Dodd-Frank also included a number of Congressional requirements
that the multitude of US financial regulators work together to jointly
develop and issue regulations covering derivatives markets and
participants. For example, the Volcker Rule (part of Dodd-Frank)
was jointly developed and issued by the SEC, CFTC, and various
US federal banking agencies. However, the Volcker Rule itself is
exceedingly complex, and these regulators sometimes have differing
interpretations of various provisions of the rule.
If regulators with potentially overlapping jurisdictions don’t attempt
to coordinate and harmonize their efforts, then markets can
significantly suffer. We are already seeing the effects of the lack of
coordination among the SEC, CFTC, and FinCEN on the regulatory
treatment of tokens issued in ICOs.

Minimize unintended consequences
This is a great aspirational goal, but easier said than done. Daniel
Gervais, professor of law at Vanderbilt University, argues that the
likelihood of regulatory efforts leading to unintended consequences
is greater with inchoate technologies such as blockchain because
they “evolve in unpredictable ways and . . . spawn new chains of
technological developments” independently of both regulation and
market forces that, in turn, can result in unintended consequences
that serve to defeat the objectives of regulatory intervention.128

The ability of the
blockchain to democratize
determinations of its future
uses and development
may empower behaviors
encouraged by social norms
rather than regulation.

Gervais argues that inchoate technologies require a different type of
regulatory intervention and that the level of difficulty in regulating
an inchoate technology is proportional to its level of inchoateness.
A characteristic of inchoate technologies essentially is their ability
to develop and evolve independently of both regulation and market
forces that, in turn, can result in unintended consequences that serve
to defeat the objectives of regulatory intervention. The ability of
the blockchain to democratize determinations of its future uses and
development may empower behaviors encouraged by social norms
rather than regulation.
Early in the life of inchoate technologies, social norms often arise
with the intended purpose of trying to circumvent regulations or at
least with the intent of demonstrating that “old world” regulations
do not apply to the new technology world. Consider the anarchist
attitudes of early blockchain enthusiasts: they maintain that the
consensus of blockchain users, not regulators, should determine how
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the blockchain is used and developed. This attitude tends to give way
to a more mature, realistic view of the legitimate role of regulation as
the technology begins to mature.
As this process unfolds, regulatory attempts, if too heavy
handed, can push the technology and its users in unanticipated
ways, potentially driving aspects of development and usage
underground or beyond regulatory reach. That is, developers and
users will concertedly hide from regulators or seek more favorable
jurisdictions. Gervais reminds us that the path to perdition is paved
with good intentions:
The law of unintended consequences, when applied to an
inchoate technology, supports the claim that because of
the high degree of unpredictability of the evolution of the
technology, the impact of future chains of events is almost
impossible to predict, and whether more harm than good will
be prevented by even well-intended regulation is educated
guesswork at best.129

Flexibility is key. As the
technology stabilizes, the
social norms that have
developed alongside the
technology become easier
to identify.

At the very least, inchoate technologies likely have a life of their
own, and regulators must take this into account. Does this mean that
regulators should refrain from regulating a new and unpredictable
technology such as the blockchain? Of course not. But regulators
should remember that inchoate technologies like the blockchain are
unpredictable. Accordingly, regulators must acknowledge that they
simply do not know whether blockchain applications will ultimately
lead to net positive or negative consequences. But should regulators
evaluate these applications ex ante and ban or limit those deemed
mostly negative?
Flexibility is key. As the technology stabilizes, the social norms
that have developed alongside the technology become easier to
identify. Over time, regulatory intervention becomes easier as future
evolution of the technology becomes less susceptible to unforeseen
forces. The greater predictability of the technology makes it easier to
mesh regulations with the social norms that have arisen.

Pathway forward
Regulators, blockchain users, and society at large needs to
understand where the blockchain may be taking us and how we
might use it. The following action items will allow us to strike the
right balance between regulating where appropriate and fostering an
environment in which blockchain technologies and applications can
flourish.
Educate and help all stakeholders deal with “regulatory
disruption.”
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›› The faster a new technology moves or evolves, or the

greater the amount of disruption to existing technology or
ways of socializing or doing business, the more challenging
it is for regulators to understand what needs to be
regulated (if at all) and how.

›› Disruptive innovations really challenge regulators.

New products, services, and business practices arising
from blockchain technology may fall within an agency’s
jurisdiction, yet not square well with the agency’s existing
regulatory framework.

›› Massive information asymmetries may yield commensurate
regulatory uncertainty or misregulation.

Determine whether these are unprecedented activities or merely
a new medium.

›› Ask whether we really need new regulation or whether
existing regulation will suffice.

›› If existing regulations mostly work, then determine what

the minimal required modifications are. Legacy regulation
is not in itself a reason to intervene or not to refrain from
doing so. It is, however, part of the extant framework
that policymakers must take into account, in part because
changes to one policy lever impact others.

›› Avoid premature regulation. Adopt interim measures—

interpretive guidance and statements of best practices—
especially to learn and monitor.

Experiment and test potential regulations.

›› Consider continuing education, data collection, feedback

loops, peer review, pilot programs, sandboxes, and other
means of gathering stakeholder input.

›› Encourage and work with market-based and private
initiatives.

›› Measure regulatory initiatives. By examining the extent
Use existing precedents in
cross-border commerce,
international financial
markets and property
protection as models for
cross-border collaboration.

to which a proposed regulation strikes a balance between
maximizing the benefits of the new innovations and
minimizing the risks or harm that could be caused by the
new innovation.

›› Don’t adopt new regulations if feedback from

experimentation does not support the regulation.

Pursue national and global coordination and consensus.

›› Use existing precedents in cross-border commerce,

international financial markets and property protection as
models for cross-border collaboration.
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›› Explore public-private partnerships that take advantage

of existing or newly formed international trade groups and
other multi-national organizations.

›› Embrace the multi-faceted personality of the blockchain as
an invitation for regulatory bodies to collaborate instead of
engaging in turf battles.

Embrace the multifaceted personality of the
blockchain as an invitation
for regulatory bodies to
collaborate instead of
engaging in turf battles.

If new regulations are required, then ask these questions.

›› Timing: When should the agency intervene, if at all? Does
waiting necessarily generate a better informational basis
on which to regulate? What are the drawbacks of waiting?

›› Form: Should the agency regulate via rule, adjudication,

guidance, or some alternate form? Given the costs
and benefits of each, which best accommodates the
uncertainties of the innovation? Does form even matter?

›› Durability: Should the agency’s intervention be

permanent, or temporary, or conditional? How long should
it endure? Are there ways to better calibrate regulatory
interventions to the innovation?

›› Enforcement: How rigorously should the agency monitor

and sanction noncompliance? How much should agencies
temper enforcement against the novel products and new
ways of doing business arising from the blockchain?

›› Unintended consequences: Regulators should try to

determine the unintended consequences the proposed
regulation (or lack thereof) could cause. To a large degree,
this is impossible to do with any precision for disruptive
technologies like the blockchain both because by their very
nature they are unpredictable and because they can react
to defeat regulatory efforts. One possible way to consider
the consequences of a regulatory intervention is to ask
what would happen if all actors did as prompted by the
regulation; that is, regulators should consider the global
impact.
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