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COPYRIGHT

7th Circuit tosses injunction against
social video-bookmarking site
An adult entertainment company has
not shown that a social-bookmarking
website committed or contributed to
copyright infringement when it allowed
members to post embedded videos and
share content hosted on third-party
servers, a federal appeals court has ruled.
Flava Works Inc. v. Gunter d/b/a myVidster.com
et al., No. 11-3190, 2012 WL 3124826 (7th Cir.
Aug. 2, 2012).
Marques R. Gunter, who owns myVidster.com,
convinced the 7th U.S. Circuit Court of Appeals
to vacate a preliminary injunction that prevents
his site’s members from posting embedded
videos containing adult-entertainment company
Flava Works Inc.’s copyrighted content.
Writing for the appellate panel, Circuit Judge
Richard A. Posner explained that the case centered on the linking technology that myVidster.com
and other social-networking sites feature.
Specifically, the myVidster.com members can post
embedded videos that direct viewers’ Internet
CONTINUED ON PAGE 4
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Judge Richard A. Posner wrote the opinion for the 7th Circuit.

WIRETAPPING

U.S. immune from liability in ‘terrorist’
surveillance case, 9th Circuit says
An Islamic foundation and its lawyers cannot hold the U.S. government civilly liable
for a $2.6 million judgment for allegedly conducting warrantless electronic surveillance under the now-defunct Terrorist Surveillance Program, according to a federal
appeals court decision.

CONTINUED ON PAGE 8
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PATENTS

Federal Circuit invalidates life insurance software patents
A software developer’s claimed patents for a system and method that
manage corporate- or bank-owned life insurance policies are abstract ideas
and therefore are ineligible for patent protection, a federal appeals court
has affirmed.
Bancorp Services LLC v. Sun Life Assurance
Co. of Canada et al., No. 2011–1467, 2012
WL 3037176 (Fed. Cir. July 26, 2012).

suit involving the ‘792 patent that Bancorp
had filed against Hartford Life Insurance Co.
and a subsidiary.

Software developer Bancorp Services LLC
argued that Sun Life Assurance Co. and
Analect LLC infringed its patents for a system
and method for managing an investment
plan’s value, the U.S. Court of Appeals Circuit
for the Federal Circuit said.

The Hartford suit also included counts
for trade secrets misappropriation, unfair
competition and breach of contract. In
2002 Bancorp won a $118 million jury
verdict on those issues in the District Court.
The judge, however, granted Hartford’s
summary judgment motion, holding that
Bancorp’s ‘792 patent was invalid based on
indefiniteness.

Like Bancorp, Analect offers technology
solutions for the retirement plan industry,
according to its website.

The Federal Circuit found Bancorp’s two patents
invalid, saying they failed the U.S. Supreme Court’s
“machine or transformation” test.
U.S. District Judge Carol E. Jackson of the
Eastern District of Missouri granted summary
judgment to the alleged infringers. Writing
for the three-judge appellate panel, Circuit
Judge Alan D. Lourie upheld the decision.

Bancorp appealed the ruling regarding the
‘792 patent’s validity, and the Federal Circuit
reversed on the issue of validity. Bancorp
Servs. Co. v. Hartford Life Ins. Co. et al., No.
03-1181, 359 F.3d 1367 (Fed. Cir. Mar. 1, 2004).

Bancorp’s U.S. Patents 5,926,792 and
7,249,037 were invalid, the Federal Circuit
affirmed, because they merely used a
computer to perform complex calculations —
a non-patentable mental process — but did
not invent something new.

A few months later, the District Court
allowed Bancorp and Sun Life to proceed
with their patent infringement suit, vacating
its dismissal order. Analect, which provided
Sun Life’s software, had filed a motion to
intervene in the case, which the District Court
granted.

THE HARTFORD CASE
According to Judge Lourie’s decision,
Bancorp filed its District Court complaint
against Sun Life in 2000, alleging that the
insurer infringed its ‘792 patented system
and method for “managing a stable, valueprotected investment plan.”
The parties voluntarily dismissed the case
while the District Court considered a related

© 2012 Thomson Reuters

In 2009 Bancorp amended its complaint
against Sun Life, saying the insurer infringed
its ‘792 patent and added a count for its ‘037
patent, Judge Lourie’s opinion explained.
Sun Life responded that the two patents
were invalid under 35 U.S.C. § 101 and filed a
motion for summary judgment, the appeals
court opinion says.
The District Court, however, decided to
stay the motion while the U.S. Supreme
Court considered a case from the Federal

Circuit, which rejected the theory that a
mathematical method of hedging risk in
commodities trading was patentable. In re
Bilski, 545 F.3d 943 (Fed. Cir. Oct. 30, 2008).

NO MACHINE, NO TRANSFORMATION
After the Supreme Court’s decision in Bilski v.
Kappos, 130 S. Ct. 3218 (2010), unanimously
affirming that the inventors’ business
method was not patentable, the District
Court granted Sun Life’s motion, finding
Bancorp’s two patents invalid.
Judge Jackson said it was unnecessary to
address the parties’ divergent arguments
on how to construct the contested claims.
Instead, she applied Bilski’s “machine or
transformation” test and found that Bancorp
did not invent a new, tangible machine or
transform data into anything but new data.
Bancorp appealed, but this time the Federal
Circuit upheld the lower court’s ruling.
Even using Bancorp’s construction that
certain contested claims required a
computer, “[these] limitations do not play a
‘significant part’ in the performance of the
claimed invention,” Judge Lourie wrote.
“Bancorp seeks to broadly claim the
unpatentable abstract concept of managing
a stable, value-protected life insurance
policy,” the judge said, affirming that the ‘792
and ‘037 patents were invalid. WJ
Attorneys:
Plaintiff-appellant: David A. Perlson, Quinn
Emanuel Urquhart & Sullivan, San Francisco
Defendant-appellee: Matthew B. Lowrie, Foley &
Lardner, Boston
Related Court Documents:
Federal Circuit opinion: 2012 WL 3037176
District Court opinion: 771 F. Supp. 2d 1054
See Document Section C (P. 33) for the Federal
Circuit opinion.
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CONTINUED FROM PAGE 1
browsers to the content hosted on thirdparty servers (see Westlaw Journal Computer
& Internet, Vol. 29, Iss. 26). While it may
seem that the viewer is watching the video
on myVidster’s site, it is merely streaming
the content from another website or server,
Judge Posner explained.
Noting the difficulties the panel faced, Baker
Donelson Bearman Caldwell & Berkowitz
shareholder Michael J. Powell said the
7th Circuit “earnestly provides guidance in a
sincere effort to help bridge the gap created
by fact-specific applications of technologies
that continue to evolve faster than copyright
law.”
Powell, an intellectual property attorney in
Atlanta, is not involved with the case.
Tim Bradley, an intellectual property
associate at Coates & Bennett in North
Carolina, also commented on the case. He
did not represent any of the parties.
“This case highlights the inherent tension
between social networks, where contentsharing is encouraged, and content providers
who seek heavy-handed enforcement to
protect their content in a changing digital
world,” Bradley said.

Judge Posner’s opinion refers to
the test articulated in eBay Inc. v.
MercExchange LLC, 547 U.S. 388, 391
(2006), and adopted in Salinger v.
Colting, 607 F.3d 68, 76 (2d Cir. 2010).
For a court to issue injunctive relief
under this test, a plaintiff must show:
• It has suffered or will face
irreparable injury if the injunction
is not issued.
• There is no adequate remedy
at law. For example, monetary
damages are inadequate to
compensate for the injury.
• The injunction is in the public
interest.
• The balance of hardships favors
the plaintiff, and an equitable
remedy is warranted.
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”The ruling will surely be welcomed by social
networks, where linking to and playing
back embedded videos are indispensable
features,” he added.

UN-‘LIKELIHOOD OF SUCCESS’
Flava Works sought a preliminary injunction
in the U.S. District Court for the Northern
District of Illinois, asserting its “likelihood of
success” of proving that myVidster directly
or contributorily infringed its copyright,
according to the 7th Circuit opinion.
Judge Posner noted that U.S. District Judge
John F. Grady erroneously relied on Flava
Works’ “likelihood of success” argument
in granting the company’s preliminary
injunction.
Likelihood of success is an established
standard of civil procedure that requires
a party seeking a preliminary injunction
to show it has a reasonable probability of
succeeding on its claim.
However, Judge Posner pointed out in
the 7th Circuit opinion that likelihood of
success is merely one factor that the District
Court should have analyzed when deciding
whether to grant Flava Works a preliminary
injunction.
The appellate court said courts should apply
a four-factor test (see box) outlined in eBay
Inc. v. MercExchange LLC, 547 U.S. 388
(2006), when considering whether to impose
injunctive relief.
Although MercExchange involved a request
for a permanent injunction in a patent
dispute, other courts have since adopted its
test in deciding whether to issue a preliminary
injunction in copyright infringement suits.
Dori Hanswirth, an intellectual property
partner at Hogan Lovells in New York who
was not involved in the case, appreciated this
take-away point.
“The 2nd and 9th circuits have already
extended MercExchange to copyright cases,
and it appears that federal courts are
approaching consensus on this issue, which
will provide welcome clarity for practitioners,”
she said.

INFRINGEMENT?
Still, even under the limited likelihood-ofsuccess analysis, Judge Posner agreed with
myVidster that Flava Works never proved that
the social-bookmarking website committed

COMPUTER & INTERNET

direct or contributory infringement under
the Copyright Act, 17 U.S.C. § 101. Namely,
Flava failed to show that myVidster infringed
its exclusive reproduction, distribution or
performance rights.
If myVidster had committed infringement,
Judge Posner queried whether it had
infringed Flava’s reproduction right or publicperformance right, a question the record left
unanswered.

FUTURE INJUNCTION?
“The 7th Circuit’s decision in Flava is a win
for social media networking sites more than
anything else,” said Gerry Silver, a partner at
Sullivan & Worchester based in New York.
Silver, who focuses on Internet disputes
litigation, is not involved with the case.
Michael R. Graham, a partner at Chicagobased Marshall, Gerstein & Borun who was
not involved in the case, hesitates to draw the
same conclusion.
“Posner builds a fairly strong case for finding
[myVidster.com’s] guilt but notes that none
of the arguments he posits were put forward
by Flava and therefore cannot be used to
support the injunction,” Graham said.
For example, Judge Posner hints that
myVidster’s now-defunct archiving system
could have supported a preliminary
injunction, but he said Flava Works did not
pursue that argument.
Hanswirth takes the middle ground,
highlighting this specific argument.
The decision “provides broad legal support
for Web businesses built upon embedding
and linking to content found elsewhere
on the Internet, but could prove troubling
for websites that make archive copies of
embedded or linked content,” she said.
Judge Posner leaves the question openended, indicating that Flava Works may be
entitled to injunctive relief depending on how
the record develops and the theories that the
company pursues. WJ
Attorneys:
Plaintiff-appellee: Meanith Huon, Huon Law Firm,
Chicago
Defendant-appellant: William J. Lenz and Kevin C.
May, Neal, Gerber & Eisenberg, Chicago
Related Court Document:
Opinion: 2012 WL 3124826
See Document Section A (P. 19) for the opinion.

© 2012 Thomson Reuters

Comments on the 7th Circuit’s Decision

The court likened myVidster to a publication listing movie showtimes, as myVidster was providing the
addresses to third-party locations where videos can be viewed and letting users stream such videos directly
from those locations. Notably, myVidster was not hosting or making copies of Flava videos, nor were they
encouraging their users to upload or link to Flava videos. The court strongly emphasized that the infringers
here are those who actually copied Flava’s copyrighted videos by uploading them to the Internet and that
there was no evidence that these infringers were users of myVidster.
Tim Bradley, intellectual property associate, Coats + Bennett
The 7th Circuit’s decision makes it clear that websites that provide users with an opportunity for “social
bookmarking” — allowing individuals with similar tastes to point one another to videos or other material
hosted elsewhere that may or may not be copyrighted — are not committing [or contributing to] copyright
infringement. However, it also states that if the social networking sites upload or knowingly store the
infringing material themselves or actively encourage or invite individuals to upload or copy infringing
material, particularly for a direct profit, they may face liability or an injunction.
Gerry Silver, partner, Sullivan & Worcester
This decision is not terribly significant in that it fails to clarify whether online services that bypass copyright
owners’ “pay walls” to enable individuals to view copyrighted videos constitute infringement. The court
alludes to “a teaspoon solution to an ocean problem” in its first paragraph, perhaps acknowledging its
inability to do much due to the limited record, evidence and arguments. Nevertheless, the court earnestly
provides guidance in a sincere effort to help bridge the gap created by fact-specific applications of
technologies that continue to evolve faster than copyright law.
Michael J. Powell, shareholder,
Baker Donelson Bearman Caldwell & Berkowitz
This decision reminds parties that copyright claims do not obviate the need to show not only likelihood
of success, but also likelihood of irreparable injury if an injunction is not granted, and a balance of the
harms. While Judge Posner conducts a detailed and insightful analysis of the meaning of “contributory
infringement” and the initial evidence in this case, his ruling rests on the District Court’s failure to consider
all of the factors required for a preliminary injunction.
Michael R. Graham, partner, Marshall, Gerstein & Borun
The Flava Works decision provides broad legal support for Web businesses built upon embedding and
linking to content found elsewhere on the Internet, but could prove troubling for websites that make archive
copies of embedded or linked content. The decision flatly states that archiving amounts to direct copyright
infringement, and websites that engage in archiving could face legal challenges in the near future.
Dori Hanswirth, intellectual property partner, Hogan Lovells

The 7th Circuit’s ruling is significant in that it provides needed clarity as to the court’s definition and
analytical framework in determining “contributory infringement” — at least within the 7th Circuit. Until the
law catches up, courts need to be somewhat creative in looking for appropriate precedents to apply when
dealing with technologies not anticipated in the Copyright Act.
Mary Ann Wymore, officer, Greensfelder, Hemker & Gale

© 2012 Thomson Reuters

AUGUST 24, 2012

n

VOLUME 30

n

ISSUE 6 | 5

CLASS ACTION

Court lets Google appeal digital books class status
(Reuters) – Google Inc. has won the right to appeal the granting of class status to thousands of authors suing the
search engine company over its ambitious plan to create the world’s largest digital books library.
Google Inc. v. Authors Guild Inc. et al., No. 12-2402, order entered
(2d Cir. Aug. 14, 2012).
In a brief order, the 2nd U.S. Circuit Court of Appeals in New York
granted Google permission to challenge a May 31 decision by U.S.
Circuit Judge Denny Chin letting authors sue as a group rather than
individually.
Billions of dollars are at stake in the seven-year-old lawsuit. Google
has already scanned more than 20 million books, and the Authors
Guild, a group representing authors, has said Google should pay $750
for each book copied.
It is unclear when the 2nd Circuit will hear the appeal. Decertifying
the class could make it harder for authors to win a large award against
Google either at trial or in a settlement.
Judge Chin had said it would be unjust to force Authors Guild members
to sue individually, likely resulting in disparate results and much
higher legal costs, “given the sweeping and undiscriminating nature of
Google’s unauthorized copying.”

But Google countered in a court filing that many class members,
perhaps even a majority, benefited economically, and that case-bycase determinations were needed to show whether it was making “fair
use” of the plaintiffs’ works.
Citing a 2011 U.S. Supreme Court decision favoring Wal-Mart Stores Inc.
that made it harder to pursue class-action cases, Google said that even
if “droves” of authors raised common issues, there was no “common
answer” to address them.
“Plaintiffs seek to shut down a significant part of Google Books and to
recover potentially billions of dollars,” Google said. “With so much at
stake, Google should not be forced to litigate without the full benefit of
its principal defense.”
Michael Boni, a lawyer for the Authors Guild, was not immediately
available for comment. That group has argued that there is enough in
common among the claims to let the class action go ahead and defeat
the fair-use defense.

$125 MILLION SETTLEMENT REJECTED
Google began creating the library after the Mountain View, Calif.based company agreed in 2004 with several major research libraries to
digitize current and out-of-print works.
Libraries whose works have been scanned include Harvard University,
Oxford University, Stanford University, the University of California, the
University of Michigan and the New York Public Library.
In March 2011 Judge Chin rejected a $125 million settlement of the case,
saying it gave Google a “de facto monopoly” to copy books en masse
without permission.
Among the individual plaintiffs in the case is former New York Yankees
baseball pitcher Jim Bouton, the author of “Ball Four.” Groups of
photographers and graphic artists are also suing Google over its
digitization of the works.
Judge Chin began handling the case as a trial judge and kept jurisdiction
after he was elevated to the 2nd Circuit. The recent order was issued by
a two-judge panel of the appeals court. WJ
(Reporting by Jonathan Stempel in New York; editing by Gerald E.
McCormick and Matthew Lewis)
Attorneys:
Petitioner: Randolph D. Moss and Seth P. Waxman, Wilmer Cutler Pickering
Hale & Dorr, Washington; Joseph C. Gratz, Durie Tangri LLP, San Francisco
Plaintiff-respondent: Michael J. Boni and Joanne E. Zack, Boni & Zack, Bala
Cynwyd, Pa.

REUTERS/Jason Lee
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HEALTH CARE REFORM
(ELECTRONIC BILLING)

HHS: New rules for
electronic payments
will save doctors
billions
New federal rules covering electronic claims payments will “cut
red tape” and could save health
care providers and insurers $9 billion over the next 10 years, the U.S.
Department of Health and Human
Services says.
The interim final rules, which are required
under the Patient Protection and Affordable
Care Act, Pub. L. No. 111-148, will make
it easier for doctors to receive payment
electronically and reduce “inefficient manual
administrative processes,” according to an
Aug. 7 statement from HHS.
The rules say health plans must offer
standardized, online forms for doctors and
hospitals to enroll in an electronic payment
system.
Notices concerning claims adjustments and
denials also must be posted electronically,
the rules state.
Health care providers and insurers must
comply with the new procedures by Jan. 1,
2014.
According to HHS, doctors on average spend
nearly three weeks a year on billing and
insurance-related tasks. Many physician
practices and hospitals still receive and
deposit paper checks for paid claims from
insurers and manually record the payments
in their accounting systems, the agency said.
Shifting from paper billing to electronic fund
transfers will save doctors and hospitals both
money and administrative time, HHS said.

CRIMINAL LAW

Hacker gets 7 years for stealing
credit card numbers
An Estonia-based hacker who pleaded guilty to stealing thousands of credit
card numbers has been sentenced to serve seven years in a U.S. prison.
United States v. Yastremskiy et al., No. 2:08CR-160, defendant sentenced (E.D.N.Y.
July 18, 2012).
U.S. District Judge Sandra J. Feuerstein of
the Eastern District of New York imposed the
sentence on Aleksandr Suvorov July 18.
The Department of Justice said Suvorov, 28,
was an accomplice to Albert Gonzalez, who
was sentenced in 2010 to serve 20 years for
masterminding the theft and subsequent
reselling of more than 170 million credit card
and ATM numbers from 2005 through 2007.

REUTERS/Stelios Varias

Aleksander Suvarov and others hacked into the computer
systems of restaurant chain Dave & Buster’s Inc. and installed
software that pulled the credit card information of its customers.
According to the DOJ, Suvarov, Gonzalez and
a third co-conspirator, Maksym Yastremskiy,
hacked into the computer systems of
restaurant chain Dave & Buster’s Inc. and
installed software that pulled the credit card
information of its customers.
To accomplish the thefts, Miami-based
Gonzalez sent the software, known as a
“packet sniffer,” to a co-conspirator based
in Ukraine. The Ukrainian then provided
the packet sniffer to Suvorov in Estonia, the
charges said.
The DOJ said Suvorov gained unauthorized
access to computer systems at 11 Dave &
Buster’s restaurants throughout the United
States and installed the packet sniffer.
The conspiracy members were ultimately

able to collect 81,000 credit card numbers
through use of the packet sniffer software,
prosecutors said.
Suvorov and an unidentified accomplice
then sold these stolen credit card numbers,
along with thousands more, to a buyer in San
Diego who was actually an undercover agent
with the U.S. Secret Service, the charges
alleged.
“Suvorov reached across an ocean to
victimize thousands of Americans,” U.S.
Attorney Loretta E. Lynch of the Eastern
District of New York said in a statement. “He
will now serve his sentence in the country of
his victims.” WJ
Related Court Document:
Superseding indictment: 2008 WL 3199939

“These new rules will cut red tape, save
money, and ensure doctors spend more
time seeing patients and less time filling out
forms,” HHS Secretary Kathleen Sebelius
said in the statement.
The rules are open for public comment
through Oct. 9. WJ
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Al-Haramain Islamic Foundation Inc. v.
Obama, Nos. 11-15468 and 11-15535 ,
2012 WL 3186088 (9th Cir. Aug. 7, 2012).
Congress must explicitly waive the U.S.
government’s sovereign immunity when
enacting a law in order to hold the U.S. liable
for damages stemming from its enforcement,
and the Foreign Intelligence Surveillance
Act’s civil liability provision lacked an explicit
waiver, the 9th U.S. Circuit Court of Appeals
ruled.
Therefore, the three-judge panel reversed
a California federal judge’s $2.6 million
decision in favor of the Al-Haramain
Islamic Foundation, saying the lower court
improperly relied on FISA’s “implicit waiver”
of sovereign liability.
Sahar Aziz, an associate professor of law
at Texas Wesleyan University School of
Law and expert on civil rights and national
security issues, commented on the case.
“Although the 9th Circuit acknowledged
the significant infringements on individual
liberties at stake, the court’s reasoning
effectively eviscerated FISA’s private-right-ofaction provision,” she said.

Peter M. Shane, an expert on cyberspace
and democracy with Ohio State University’s
Moritz College of Law, expressed a similar
view.
While the 9th Circuit followed U.S. Supreme
Court precedent, Shane said, “the outcome
also underscores the seeming futility of
seeking any kind of official accountability
— or even an accurate historical record —
with regard to the [Terrorist Surveillance
Program.]”
According to the appellate opinion, the
plaintiffs sued the U.S. government and
certain officials in 2006, alleging they illegally
monitored the foundation’s telephone calls
and Internet activity.
Filed in the U.S. District Court for the District of
Oregon, the suit challenged the United States’
Terrorist Surveillance Program and alleged
each defendant violated the U.S. Constitution
and Foreign Intelligence Surveillance Act, as
well as international law.
Writing for three-judge appellate panel,
Circuit Judge M. Margaret McKeown
explained that the surveillance program
“intercepted international communications
into and out of the United States of persons
alleged to have ties to al-Qaida and other
terrorist networks.”
Four years of litigation ensued, including an
interlocutory appeal and a reassignment to
the Judicial Panel on Multidistrict litigation.
In 2010 the case ended up with U.S. District
Judge Vaughn R. Walker of the Northern
District of California, who found that FISA’s
civil liability provision, 50 U.S.C. § 1810,
implicitly waived the federal government’s
sovereign immunity.
He granted the foundation and the individual
attorneys $2.5 million in liquidated damages
plus attorney fees and costs. The 9th Circuit
reversed Judge Walker’s ruling.

CIVIL LIABILITY UNDER SECTION 1810

“The court’s reasoning
effectively eviscerated FISA’s
private-right-of-action
provision,” civil rights and
national security legal expert
Sahar Aziz said.

The decision underscores “the
seeming futility of seeking any
kind of official accountability —
or even an accurate historical
record — with regard to the
[Terrorist Surveillance Program],”
said Peter M. Shane,
a legal expert on cyberspace
and democracy.
The panel compared the civil liability
provision with other FISA sections that
explicitly waive sovereign immunity.
“It would be anomalous to the point of
absurdity for Congress on one hand to carefully
and explicitly waive sovereign immunity
with respect to certain FISA sections … [and
then] cavalierly imply a sovereign immunity
waiver with respect to Section 1810,” Justice
McKeown said.
Aziz disagreed.
The decision “ultimately leaves victims of
unlawful government surveillance without
legal recourse, notwithstanding Congress’
clear intent to grant civil liability to private
parties,” Aziz said. WJ

In reaching its decision, the panel relied on
the text of FISA’s civil liability provision, which
says an aggrieved individual may sue any
person who committed illegal surveillance,
including federal officers or employees.

Attorneys:
Defendants-appellants/: Douglas N. Letter,
Justice Department, Civil Division, Washington

“Glaringly missing from the definition is the
‘United States,’” Judge McKeown wrote.

Related Court Document:
Opinion: 2012 WL 3186088

Plaintiffs-appellees: Jon B. Eisenberg, Eisenberg &
Hancock, Oakland, Calif.

See Document Section B (P. 25) for the opinion.
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PATENTS

BlackBerry maker on hook for $147 million
in software patent case
A federal jury in California has found BlackBerry manufacturer Research in
Motion Ltd. liable for $147.2 million in damages for infringing a patent related
to mobile device management software.
Mformation Technologies Inc. v. Research
in Motion Ltd. et al., No. 08-4990, verdict
returned (N.D. Cal., San Jose July 13, 2012).
Mformation Technologies Inc. sued RIM for
infringing U.S. Patent No. 6,970,917, which
describes a system and method for remote
control and management of wireless devices.

Research in Motion said
it “does not believe that
the Mformation patent in
question is valid.”
The jury in the U.S. District Court for the
Northern District of California based the
$147.2 million award on past sales of
BlackBerry smartphones in the United States
dating back to when the lawsuit was filed
in late 2008, according to a statement by
Mformation.
The Edison, N.J., firm added the award does
not include damages for future royalties or
past and future sales outside the U.S.
RIM said it is disappointed by the verdict and
is evaluating its legal options.

“RIM has worked hard for many years to
independently develop its leading-edge
BlackBerry technology and industry-leading
intellectual property portfolio, and RIM does
not believe that the Mformation patent in
question is valid,” the Waterloo, Ontario,
company said in a statement.
U.S. District Judge James Ware currently
is considering RIM’s post-verdict motion
regarding the “obviousness” of the ’917
patent. The company says the award
should be reversed because its attorneys
demonstrated during trial that several claims
of the patent are invalid, according to the
July 16 motion.
The motion also says RIM plans to file a
renewed post-verdict motion for judgment as
a matter of law or for a new trial.
“That motion will request this court to grant
judgment in RIM’s favor on various issues,
including that all asserted claims of the ’917
patent are invalid as either anticipated or
obvious,” the motion says. WJ
Related Court Documents:
Complaint: 2009 WL 3634650
Verdict: 2012 WL 3135119
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PROPERTY
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corporations, attorneys,
and individuals updated on
the latest developments
in intellectual property
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and federal intellectual
property lawsuits and
legislation affecting
intellectual property rights.
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secrets
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TRADEMARK INFRINGEMENT

Florida, not state’s online school,
owns rights to trademarks
An online school that is a Florida state agency cannot sue over intellectual
property rights because only the state has that right, a federal judge has ruled.
Florida VirtualSchool v. K12 Inc. et al.,
No. 11-831, 2012 WL 2920998 (M.D. Fla.,
Orlando Div. July 16, 2012).
Judge Gregory A. Presnell of the U.S.
District Court for the Middle District of
Florida dismissed a complaint by state
agency Florida VirtualSchool accusing a
rival online school, K12 Inc., of infringing the
VirtualSchool’s “FLVS” trademark.
According to Judge Presnell’s order, the
VirtualSchool began in 1997 as Florida
On-Line High School, whose mission was
to provide online courses to students in the
United States and foreign countries.
Florida On-Line became an agency of the
state in 2000. It changed its name in 2002
and it registered and has continuously used
the FLVS mark since that time, according to
the order.
Florida statutes provide that the board of
trustees of the school may acquire and use
patents, trademarks and copyrights, but
ownership of the intellectual property vests
in the state, according to the order.
In 2003, Florida implemented a test program
for private online schools. Defendants K12
Inc. and K12 Florida LLC joined the program
and adopted the name Florida Virtual
Academy.
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The VirtualSchool sued K12 in 2011 for
trademark infringement. The defendants
filed motions for summary judgment and
dismissal.
Judge Presnell said that in order to sue for
infringement, the VirtualSchool had to be
the owner of the trademark or an exclusive
licensee.
He rejected the VirtualSchool’s argument
that it was the owner of the marks at issue
because the statute granted the school the
right to “acquire, enjoy, use and dispose of”
the trademarks.
The VirtualSchool’s interpretation could not
overcome the plain language of the statute
that gave the state ownership of the marks
and the right to take legal action to protect
the marks, he said.
The VirtualSchool alternatively argued that
if it was not the owner, it was the exclusive
licensee, with the right to sue and to exclude
even the owner of the trademark from using it.
Judge Presnell said Florida law granted
the VirtualSchool “full rights of use” of the
marks, which is distinct from “exclusive rights
of use,” which rest with the state.
The statute expressly provided that the
state retained exclusive ownership of the
mark and contemplated multiple licenses,
depriving the VirtualSchool of its claim to be
an exclusive licensee, he said. WJ
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U.S. District Judge Gregory A. Presnell

Attorneys:
Plaintiffs: David W. Magana, Herbert L. Allen,
Ryan Thomas Santurri and Stephen H. Luther,
Allen, Dyer, Doppelt, Milbrath & Gilchrist,
Orlando, Fla.
Defendants: Michael D. Kass, Stephanie L.
Carman and Steven P. Hollman, Hogan Lovells,
Washington
Related Court Document:
Order: 2012 WL 2920998
See Document Section D (P. 45) for the order.
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ALISON FRANKEL’S ON THE CASE

Out of the San Jose spotlight, Apple scores big win in Wisconsin
By Alison Frankel

In the “smart” device patent war, all eyes
are on Apple’s San Jose federal court trial
against Samsung, in which Samsung’s
lawyers at Quinn Emanuel Urquhart &
Sullivan have given courtroom observers
lots of opportunity for second-guessing. But
another team of Quinn Emanuel lawyers,
this one representing Motorola, received a
summary judgment loss from U.S. District
Judge Barbara Crabb in Madison, Wis.,
that could be as important for Apple as the
outcome in San Jose. Apple Inc. v. Motorola
Mobility, No. 11-cv-178, 2012 WL 3289835
(W.D. Wis. Aug. 10, 2012).
The Wisconsin litigation grew out of a
patent infringement suit Motorola filed
against Apple at the U.S. International
Trade Commission in October 2010. Apple
responded with antitrust, unfair-competition
and breach-of-contract counterclaims,
asserting that Motorola was abusing its
power as the owner of patents adopted by
standard-setting bodies, which are supposed
to be licensed on fair and reasonable terms.
Apple’s counterclaims at the ITC were
removed to Judge Crabb’s federal courtroom
in Wisconsin.
The Wisconsin counterclaims, as Judge
Crabb’s decision recounted, are just one

Alison Frankel’s blog, On the Case, is featured
on Thomson Reuters News & Insight (http://
newsandinsight.thomsonreuters.com/Legal/).
A founding editor of the Litigation Daily,
Frankel has covered big-ticket litigation for
more than 20 years. Her work has appeared in
The New York Times, Newsday, The American
Lawyer and several other national publications.
She is also the author of “Double Eagle: The
Epic Story of the World’s Most Valuable Coin.”
In 2011, she was named Reuters Journalist of
the Year for Commentary.
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strand in the web of litigation between
Apple and Motorola (and, by extension,
Google). Apple’s allegations, however, go
to the core of the smart-device IP war. As
I’ve previously explained, both Apple and
Microsoft claim that Motorola was obliged
to license standard-essential patents
under its agreements with the international
organizations that determine common
technological standards. Motorola, they
argue, shouldn’t be permitted to sue them for
infringing these standard-essential patents
but should instead be compelled to license
its essential technology on reasonable terms.
The same theory underlies the European
Union’s reported antitrust investigation of
Motorola.
Microsoft has already won crucial support
for its theory that Motorola breached
commitments to license its technology from
U.S. District Judge James Robart in Seattle.
In a ruling in June, Judge Robart held that
Motorola’s agreements with the standardsetting bodies require it to license its IP to
third parties, including Microsoft. (Judge
Robart stopped short of granting Microsoft
summary judgment on its claim that
Motorola’s $4.5 billion licensing offer was
unreasonable because he said he didn’t have
enough information to decide.) Microsoft
Corp. v. Motorola Inc., No. C10-1823, 2012 WL
2030098 (W.D. Wash. June 6, 2012).
In her decision, Judge Crabb agreed with
Judge Robart on the hugely important
contractual point. She ruled that Motorola’s
agreements with the standard-setting bodies
are contracts and that Apple is a third-party
beneficiary of those agreements. Judge
Crabb rejected Motorola’s arguments that
its agreements didn’t constitute contracts
because neither the standard-setting
bodies nor third parties have the power to
enforce Motorola’s promises. She said the
agreements, on their face, require Motorola
to license its technology on reasonable,
nondiscriminatory terms.
The judge did not decide whether Motorola
breached its contracts, writing that Apple
must still prove (among other things) that

Motorola’s opening offer to license its tech
to Apple at a 2.25 percent royalty rate was
discriminatory and unreasonable. She also
granted Motorola summary judgment on
Apple’s antitrust and unfair-competition
claims, finding that because they were filed
as counterclaims to Motorola’s ITC suit,
they’re barred by the Noerr-Pennington
doctrine. (In case you’ve forgotten, NoerrPennington holds that defendants who
“petition the government” to seek redress
are immune from antitrust claims based on
that petition. A patent infringement suit
counts as a petition for redress.)
But according to a leading authority on
standard-setting patents, Jorge Contreras of
American University’s Washington College of
Law, what’s significant is the one-two punch
of Judge Robart’s and Judge Crabb’s rulings
that Microsoft and Apple are third-party
beneficiaries of Motorola’s commitments to
the standard-setting bodies. “To say that
Apple can enforce these agreements makes
the whole world a third party,” Contreras said.
“It’s twisting around traditional contract law.”
Contreras said he’s not arguing that Motorola
should be off the hook if it refused to license
standard-essential patents on fair terms, but
he’s concerned that in searching for a way to
hold Motorola responsible (and to counter
Motorola’s infringement claims) lawyers for
Microsoft and Apple devised a “strained”
theory of Motorola’s contract obligations.
The endorsement of that theory by Judges
Robart and Crabb could have unintended
consequences for standard-setting bodies,
he said, which could affect developing
technology. (Contreras argues for a sort of
capped royalty system in which the license
fee for essential technology is divided among
those who contributed standard-essential
patents, but that spins us into the realm of
theory.)
I left word for media contacts at Motorola
and Apple — which was represented by
Covington & Burling; Weil, Gotshal &
Manges; and Tensegrity Law Group — but
didn’t hear back. WJ
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COMMENTARY

Employer demands for Facebook passwords:
Illegal or just bad judgment?
By Christopher Ezold, Esq.
Ezold Law Firm

In the past several years, it has become
common practice for employers to scan
the public social networking site pages
of applicants and employees, particularly
Facebook and Twitter.
Employers are
looking for red flags: indicators of drug
use, badmouthing of prior employers, and
examples of bad character and conduct.
Employers can reasonably expect to find
these examples on Facebook pages. As
social media have become a larger part of
our daily lives, many people have begun
publicizing minute details of their lives in
their social networking accounts (particularly
younger generations of American workers).
In fact, the media have been saturated with
examples of celebrities and public figures
— people whose careers depend on their
reputations — posting pictures of themselves
doing drugs, drinking to excess or engaging
in behavior that no employer wants its
employees emulating.
It is also routine to read stories about
criminals who brag about their crimes
or show off their stolen goods on their
social networking accounts and end up
convicted by their own admissions. In my
experience, many employers merely wish to
see if applicants lack the good judgment to
self-censor what they post.

The practice of examining what employees
do online has come to a head recently with
some employers now demanding that
applicants and employees turn over their
social networking site passwords. Instead
of merely seeing the “public” pages and
statements published by applicants and
employees, those employers now want to see
their “private” postings.

12 | WESTLAW JOURNAL

n

Furthermore, the concept of a “social
networking site” is one that is inapposite to
the concept of “privacy” — the whole point of
social networking accounts is to connect and
share with others, not to keep everyone out.
In fact, it is not unusual for co-workers and

Employers check social media sites to look for red flags,
particularly examples of bad character and conduct.
This has caused an uproar among the public,
commentators and politicians — the specter
of employers mucking about in our nonwork lives has led several states to outlaw
the practice, and several similar bills to be
introduced in Congress.
To date, no federal statute expressly prohibits
such demands — but the increased access to
“private” information implicates a wide range
of laws and exposes employers to significant
potential liability. Moreover, the demand
for such access is frequently unnecessary
and does far more harm than good for the
employer.

ARE SOCIAL NETWORK ACCOUNTS
‘PRIVATE’?
The primary reaction of the public to
employer demands for passwords to social
networking sites has been that such demands
are an intrusion into the users’ private lives.
Many commentators have compared these
demands to demands to read your personal
diary, see your library borrowing history or
have access to your mailbox — all areas that
are actually “private.”

Christopher Ezold is a partner at the Ezold
Law Firm, a Philadelphia-based boutique
law firm focusing on business, employment
and health care law. Mr. Ezold acts as
general counsel to his business clients,
advising them on all legal issues that they
face, including social media issues.

certain other people in the user’s social circle
to have access.

These comparisons are incorrect; very few
people appear to have social networking
sites that are entirely private and that nobody
else can view. There are sites that allow users
to restrict access to certain material, but
even those restrictions tend to allow at least
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even managers to be “friended” on social
networking sites.
Although an employee’s motivation to keep
social networking information “private” is
obvious, it can be an exercise in cognitive
dissonance, like saying, “I want my postings
publicized to a group of people I know to be
treated as private.”
Are we seeing a shift in what we as a people
consider “private”?
Some observers do not believe there has
been such a shift. Instead, it is reasonable
to conclude that the public discourse is really
about whether we can say, “I want to be
able to speak my mind to other people, but
not have to tell my employer what I’m really
thinking.” It would seem, then, that the issue
isn’t really “privacy,” but “boundaries.”
Setting boundaries between your work life
and your “private” life isn’t unreasonable,
but today’s technology is quickly blurring
that line. Ten years ago, employers generally
had no way of knowing what their employees
were doing or saying outside of work (absent
a criminal conviction or media report). The
work/non-work boundary was a naturally
occurring phenomenon.
Now, the wonders of the Internet have
blurred and broken that boundary, and
public discourse isn’t so much about privacy,
but about whether we should consciously
observe that once-natural boundary.
© 2012 Thomson Reuters

ARE DEMANDS FOR PASSWORDS
ILLEGAL?

be obtained from a social networking site
that will reveal or magnify the status of an
employee as a member of a protected class.

Except in a few states, the practice of asking
for passwords is not specifically illegal.
If an employer’s demand is considered
coercive, however, the practice might be
considered a violation of the federal Stored
Communications Act, 18 U.S.C. § 2701, or the
Computer Fraud and Abuse Act, 18 U.S.C.
§ 1001.
Both statutes prohibit intentional access to
a computer system without authorization. If
authorization to an employer is considered
given under duress or coercion, the employer
may find it has liability under both laws.
Furthermore, most social networking sites
prohibit users from sharing their passwords;
this prohibition is in the terms of use or other
contract agreed to by the user to have access
to the site. Employers may find that they
can be sued for tortious interference with
contract if they force employee users to share
their passwords.
Facebook itself has made that case publicly,
but has also appeared to state that it will
not sue employers. A social networking site
that is in need of publicity or wants to create
user goodwill might decide to bring such
a suit — and you cannot buy that kind of
positive publicity.
The more immediate potential liability for
employers arises from antidiscrimination
laws, such as Title VII of the Civil Rights Act
of 1964, 42 U.S.C. § 2000e; the Americans
with Disabilities Act, 42 U.S.C. § 12101; and
the Age Discrimination in Employment Act,
29 U.S.C. § 621.
There are a number of questions that an
employer may not ask in an interview, such as
whether the applicant is religious or disabled
or whether they intend to get pregnant.
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Any negative employment action taken by
the employer subsequent to being exposed
to this information (even if the employer
didn’t realize the implications of the
information) can be used to support a claim
that the employer was acting out of illegal
discriminatory bias against the employee.
A good plaintiff’s attorney will also ensure
that the jury is outraged at the employer’s
intrusive password demand, along with the
claimed discriminatory intent, in order to
paint the employer in a bad light at trial.

The issue of whether and when to ask for passwords is not
truly a legal one — it is an exercise in good judgment.
This information, and much more, is almost
certain to be contained in both the public and
“private” sections of their social networking
pages. Even if it is not specifically stated, it
can frequently be inferred.
For instance, the Genetic Information
Nondiscrimination Act of 2008, 122 Stat.
881, prohibits employment discrimination
based on genetic information. Employers
generally do not know any of their employees’
“genetic information.” A quick glance at a
social networking site, however, may easily
reveal whether an applicant’s parents have
had cancer or heart problems, both of which
have genetic components.
If an employer sees this information and
then terminates the employee, the employee
now has a colorable claim of employment
discrimination — which is expensive to fight,
even if the claims are not true. This example
has corollaries in every antidiscrimination
law; there is always information that can

Employers seeking passwords may run afoul
of the following laws
• Age Discrimination in Employment Act, 29 U.S.C. § 621
• Americans with Disabilities Act, 42 U.S.C. § 12101

ARE DEMANDS FOR PASSWORDS
A GOOD IDEA?
Taking into account the apparent public
desire for a boundary to exist between our
work lives and our “private” lives, and the
potential for legal liability, it seems clear that
only in the rarest of cases is it a good idea to
demand a social networking site password.
The issue here isn’t truly legal — it’s an
exercise in good judgment.
An employer not only takes on the potential
legal risks associated with such a demand,
but clearly communicates to the employee
that it does not trust the employee, will not
take him at his word, intends to treat him as a
child, and will break the “work vs. private life”
boundary whenever it wants.
The best employees with the best backgrounds and intentions will be just as insulted
and outraged as the worst employees who
have something to hide. At best, the employer
is gaining some small certainty about the
character of the employees it hires, while
throwing away its own reputation, employee
morale and loyalty. Many are now convinced
that doing so demonstrates the same type of
bad judgment that the employer is looking
for in its employees’ social networking sites
and should be avoided. WJ

• Computer Fraud and Abuse Act, 18 U.S.C. § 1001
• Genetic Information Nondiscrimination Act of 2008, 122 Stat. 881
• Stored Communications Act, 18 U.S.C. § 2701
• Title VII of the Civil Rights Act of 1964, 42 U.S.C. § 2000e
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NEWS IN BRIEF
INSURVIEW SUIT MOSTLY DISMISSED

JUDGE TOSSES GOOGLE SMARTPHONE SUIT

Quadrant Information Services, which sells insurance-related software,
failed to show that LexisNexis Risk Solutions Inc.’s online businessintelligence service InsurView violated California unfair-competition law,
a federal judge has ruled. According to Quadrant’s complaint, InsurView
wrongfully aggregates credit, claims and underwriting transaction data
allegedly sourced from consumer reports. This purportedly violates
the federal Fair Credit Reporting Act and Gramm-Leach-Bliley Act
and California privacy laws and regulations, which restrict how entities
may collect and use personal data. Therefore, LexisNexis also violates
California’s unfair-competition law, Quadrant said. The judge found
that most of the cited laws do not apply to LexisNexis or the information
it aggregates. Additionally, the judge dismissed the unfair-competition
claims because Quadrant never alleged any injuries. The judge allowed
Quadrant to amend a trade secrets claim it had introduced when
responding to LexisNexis’ dismissal motion.

A California federal judge has dismissed a class-action complaint
alleging the Nexus One smartphone fails to connect to a wireless 3G
network, as advertised. HTC Corp. manufactured the phones, which use
software from Google. The consolidated class-action complaint had
included counts for breach of warranty, unlawful and unfair business
practices, and violations of California’s Consumers Legal Remedies
Act. The judge found that only one named plaintiff alleged enough
facts to show her phone had fundamental defects. Additionally, the
judge said, the plaintiffs failed to show that they could sue HTC when
they had no direct relationship with the manufacturer. The judge’s
order allows the plaintiffs to amend their complaint within 30 days.

Quadrant Information Services v. LexisNexis Risk Solutions Inc., No.
C 11-6648, 2012 WL 3155559 (N.D. Cal., Oakland Div. Aug. 2, 1012).
Related Court Document:
Order: 2012 WL 3155559

ACLU: U.S. SURVEILLANCE RECORDS M.I.A.
The American Civil Liberties Union and an independent San Francisco
newspaper have sued the U.S. Department of Justice, seeking
responses to their Freedom of Information Act request concerning the
government’s surveillance technology. According to the complaint, the
ACLU and the San Francisco Bay Guardian sent the request April 13 and
asked for expedited processing given the widespread media interest
and possible public consequences. The Justice Department granted
the expedited FOIA request April 23 but has provided no records and
failed to respond to a status inquiry sent in July, the complaint says.
There is an exceptional public interest to ensure the government
only uses tracking technology when it has probable cause to suspect
criminal activity, the complaint says. Therefore, improperly withholding
the requested records is illegal, the plaintiffs say. They ask for an order
requiring immediate processing.
American Civil Liberties Union Foundation of Northern California
Inc. et al. v. Department of Justice, No. CV 12 4008, complaint filed
(N.D. Cal., S.F. Div. July 31, 2012).
Related Court Document:
Complaint: 2012 WL 3156789

ILLINOIS PASSES SOCIAL MEDIA PRIVACY LAW
Illinois Gov. Pat Quinn, D, signed a law Aug. 1 that prohibits employers
from asking employees or prospective employees to provide their
passwords to “social networking websites.” The law does not prevent
employers from accessing any information in the public domain and
explicitly excludes email. “Members of the workforce should not be
punished for information their employers don’t legally have the right
to have,” Quinn said in a statement. The bill amends Public Act 0970875 and is effective Jan. 1, 2013. Maryland passed a similar law May
2, making Illinois the second state to prohibit these types of requests.
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In re Google Phone Litigation, No. 10-CV-01177-EJD, 2012 WL
3155571 (N.D. Cal., San Jose Div. Aug. 2, 2012).
Related Court Document:
Order: 2012 WL 3155571

GROUPON SHAREHOLDERS’ SUIT STAYED
Groupon Inc. stockholders must wait to proceed with their consolidated
derivative action against the deal-of-the-day website and eight current
or former executive officers and directors, an Illinois federal judge has
ruled. Some claims in the suit depend on findings in a related securities
class action, also pending in the U.S. District Court for the Northern
District of Illinois, which includes many of the same parties and issues,
the judge said. The derivative action, which is based on Groupon’s 2011
initial public offering, alleges that the individual defendants breached
their fiduciary duties by allowing the company to operate with deficient
accounting controls, the judge’s order explains. To streamline the
litigation, the judge decided to stay the derivatives suit until the District
Court rules on whether the securities class-action complaint has merit.
In re Groupon Derivative Litigation, No. 12-CV-5300, 2012 WL
3133684 (N.D. Ill., E. Div. July 31, 2012).
Related Court Document:
Opinion: 2012 WL 3133684

ZYNGA COPIES SIMS, ELECTRONIC ARTS SAYS
Zynga Inc.’s The Ville, which allows players to create their own
characters and virtual realities on Facebook, misappropriates
copyrighted elements from The Sims Social, the Facebook version of
the famous franchise, Electronic Arts Inc. says in a California federal
complaint. The Ville incorporates original animation sequences,
visual arrangements and character details from The Sims Social, the
suit says. Plus, in 2011 and early 2012, Zynga hired three EA veterans
who had intimate and strategic knowledge about The Sims Social,
the complaint alleges. The suit seeks injunctive relief, damages or
return of allegedly unlawful profits, fees, costs, and interest. Zynga
must respond to the complaint by Aug. 24, but has already declined to
proceed before a magistrate judge.
Electronic Arts Inc. v. Zynga Inc., No. CV 12 4099 LB, complaint filed
(N.D. Cal., S.F. Div. Aug. 3, 2012).
Related Court Document:
Complaint: 2012 WL 3140425
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